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Lawry Trevor-Deutsch

From: David Morrow

Sent: Monday, January 30, 2017 5:27 PM

To: info@ruralcom.com

Cc: sandeep.panesar@teliphone.com; owen.gilbert@tnwcorp.com; lawry.trevor@teliphone.com;
Tony McCarthy

Subject: RE: [Fwd: Re: GSM-based Roaming Service Agreement]

Attachments: IR21CANTS2017-01-11 TELUS Canada - Domestic.pdf; Domestic RAEX Op Data &

IOT_CANTS_June 15, 2016.zip

Hello,

Please find attached TELUS' preliminary information for domestic roaming. Two documents are attached, along with a
set of questions, for your review and response.

Questions:

1. What Canadian wireless spectrum license(s) does Ruralcom own?

2. Where is the service area(s) for which Ruralcom has obtained Canadian wireless spectrum license(s)?

3. Is Ruralcom's GSM radio access network (RAN) operational?

4. Which license(s) has Ruralcom placed into operational service?

5. Does Ruralcom provide wholesale roaming service to any carrier within its RAN service area?

6. Has Ruralcom launched a commercial GSM-based retail service?

7. Does Ruralcom have retail customers using its GSM wireless service within its operating area?

8. What GSM-based wireless services (HSPA/HSPA+/LTE) is Ruralcom currently providing within its service area?
9. Will any Ruralcom customer primarily use the service outside of Ruralcom's operational wireless spectrum

license area?

10. How will Ruralcom ensure that its retail customers' domestic roaming usage is incidental to their usage on
Ruralcom's GSM RAN?

11. Is Ruralcom a member of the GSMA Association?

12. What is the ownership structure for Ruralcom, including any share ownership?

13. What is the management structure for Ruralcom?

14. Who are the key personnel involved form an operational and management/strategic direction perspective?

15. Please comment on any key personnel and company interdependencies between other entities with the overall
corporate structure.

16. Does Ruralcom have a mobile network code (MNC) assigned for the operator licensed area?

17. Does Ruralcom have mobile phone numbers within the operator licensed area, as assigned by the Canadian
Numbering Administration Consortium Inc.?

18. Does Ruralcom have at least one operational mobile network switch to enable its customers to access its home
public mobile network (HPMN)?

19. Does Ruralcom have a Home Location Register (HLR) and an Authentication Centre (AuC)?

20. Does Ruralcom have its own Short Message Service Centre (SMSC)?

21. Does Ruralcom have its own Signal Transfer Point (STP) or use a STP of a third party provider mutually agreed to
by TELUS?

22. Does Ruralcom have a local PSTN interconnection?

23. Who is Ruralcom's signaling hub provider?

24. Who is Ruralcom's IPX hub provider?

25. Who is Ruralcom's Data & Financial Clearing House?

Best regards,
David Morrow | TELUS Partner Solutions
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David Morrow by email
Director International Roaming
TELUS Partner Solutions

Toronto, ON

January 31, 2017

RE: GSM-based Roaming Service Agreement

Dear Mr. Morrow,

Thank you for your email of January 30, 2017. Please find below responses requested.
1. What Canadian wireless spectrum license(s) does Ruralcom own?

Ruralcom holds 2 licenses

Licence 1 2

Number Type 5169938 5169939

Service Area Subdivision 2-014 Subdivision 2-013

Service Area ID 2-14 2-13

Frequencies (MHz) Lower (MHz) | Upper (MHz) | Lower (MHz) | Upper MHz
824.00000 869.00000 824.00000 869.00000
To To To To
835.00000 880.00000 835.00000 880.00000
845.00000 890.00000 845.00000 890.00000
To To To To
846.50000 891.50000 846.50000 891.50000

2. Where is the service area(s) for which Ruralcom has obtained Canadian wireless

spectrum license(s)?

Ruralcom is currently licensed to operate along the Alaska Highway (license number
5169938) from Wonowon, BC to Alaska/Yukon Border (1,045 miles) and along the British
Columbia coast (license number 5169939), (280 miles) using 850 MHz cellular spectrum.

3. Is Ruralcom's GSM radio access network (RAN) operational?

Yes — currently Ruralcom operates a 3G Core network within the service area and is
currently upgrading its network to 4G/LTE as it replaces its NodeB’s with eNodeB’s.

1210-200 Granville Street | Vancouver | British Colombia | Canada | V6C 154
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Which license(s) has Ruralcom placed into operational service?
Both licenses 5169938 and 5169939 will be operational in British Columbia and Yukon.

Does Ruralcom provide wholesale roaming service to any carrier within its RAN
service area?

Ruralcom has wholesale bilateral roaming agreements signed with AT&T, T-Mobile, Verizon
and Sprint as well as with Ice Wireless and expects to implement the test phase
momentarily.

Has Ruralcom launched a commercial GSM-based retail service?

The service launch for Basic PCS service is scheduled for March 2017. iPCS services will be
launched in Q2 2017.

Does Ruralcom have retail customers using its GSM wireless service within its
operating area?

The service launch for the operational area plus national service is scheduled for March
2017.

What GSM-based wireless services (HSPA/HSPA+/LTE) is Ruralcom currently
providing within its service area?

The data service is 3G UMTS/HSPA+ and network should be upgraded to 4G/LTE by Q2 2017

Will any Ruralcom customer primarily use the service outside of Ruralcom's
operational wireless spectrum license area?

Basic PCS service will be marketed to subscribers living within the licensed spectrum area
who we assume will use the service primarily within the licensed spectrum area. iPCS
subscribers will be allowed to use the service throughout North America using iPCS
technology in compliance with the Ruralcom fair usage policy as well as the tariff one way
domestic wireless roaming services agreement filed by TELUS, Bell and Rogers. Under the
Ruralcom Fair Use Policy, subscribers using iPCS in Canada will be required to use 50% or
more of their total monthly data in the TNW home service region or while connected to any
open Wi-Fi which deregisters the device from roaming partner networks via the Wi-Node
function.

1210-200 Granville Street | Vancouver | British Colombia | Canada | V6C 154
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10.

11.

12.

13.

14.

How will Ruralcom ensure that its retail customers' domestic roaming usage is
incidental to their usage on Ruralcom's GSM RAN?

Basic PCS subscribers will abide by RuralCom’s Fair Use Policy. If RuralCom becomes aware
of user’s abuse of this policy they will receive warnings and ultimately face the possibility of
service termination.

TWN Wireless/RuralCom will deploy Wi-Node technology as part of iPCS. When connecting
to Wi-Fi anywhere in Canada or Internationally, the iPCS Wi-Node function automatically
deregisters the subscriber device from any roaming partner cellular network and backhauls
all data/IP connectivity to the TNW home public mobile network. This provides global
extended mobile home network local service reach and a connection to the Ruralcom home
core network and ensures that all connectivity is always provided through TNW Wireless.
The de-registration process means that subscribers are never roaming while on Wi-Fi.

Is Ruralcom a member of the GSMA Association?

Yes —the membership has recently been renewed.

What is the ownership structure for Ruralcom, including any share ownership?
RuralCom is owned by Investel Capital Corporation and all beneficial owners are Canadian.
What is the management structure for Ruralcom?

RuralCom managed by TNW Networks Corp management team.

Who are the key personnel involved form an operational and
management/strategic direction perspective?

Sandeep Panesar, President and CEO

Glen Gregory, COO

James Owen Gilbert, Chief Strategy Officer
Benoit Laliberte, CTO

Lawry Trevor-Deutsch, SVP Corporate Affairs
Eric Unrau, SVP Product and Marketing

Rajiv Ranjan, VP Finance

Chris Oxford, VP Operations

1210-200 Granville Street | Vancouver | British Colombia | Canada | V6C 154
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15.

16.

17.

18.

19.

20.

21.

Please comment on any key personnel and company interdependencies between
other entities with the overall corporate structure.

As per question 13, the company is managed with TNW Networks Corp.

Does Ruralcom have a mobile network code (MNC) assigned for the operator
licensed area?

Yes —770. Therefore MCC + MNC is 302770.

Does Ruralcom have mobile phone numbers within the operator licensed area, as
assigned by the Canadian Numbering Administration Consortium Inc.?

Blocks of mobile number have been requested by CNAC and will be carried over TNW CLEC
infrastructure in licensed areas of Masset BC, Fort Nelson BC and Whitehorse YK.

Does Ruralcom have at least one operational mobile network switch to enable its
customers to access its home public mobile network (HPMN)?

Ruralcom currently has 2 operational mobile switches:

1) 3G UMTS/HSPA+ Core by Aricent
2) A4G/LTE EPC core by Adax

Does Ruralcom have a Home Location Register (HLR) and an Authentication Centre
(AuC)?

Yes — Ruralcom has a 3G HLR registry database and a LTE HSS database.
Does Ruralcom have its own Short Message Service Centre (SMSC)?

Yes — Ruralcom has a messaging center implemented with services of Syniverse MMS-IP and
SMS-IP. (See answer at question No. 23)

Does Ruralcom have its own Signal Transfer Point (STP) or use a STP of a third
party provider mutually agreed to by TELUS?

Ruralcom is using the TNW network national infrastructure and has several of its own STPs.
It also has D-Links with TELUS, Bell and other Canadian providers. In addition, it has a North
American connection point (A-Links) with S-Net (New Haven and New York City).

1210-200 Granville Street | Vancouver | British Colombia | Canada | V6C 154
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22.

23.

24.

25.

Does Ruralcom have a local PSTN interconnection?
Ruralcom has local PSTN connections with 600 rate centers under the TNW CLEC network.
Who is Ruralcom's signaling hub provider?

Ruralcom is operating on the TNW network which has a Master Service Agreement with
Syniverse Technologies, LLC (“Syniverse”) since August 31, 2015 with following services
agreements in place:

e Transport Network and Diameter Signaling Services

SMS-IP Gateway Services

MMS-IP Gateway Services

GSM SS7 Transport and Conversion Service for North American GSM Operators Services
Data Clearing House Services

The networks are already interconnected with Syniverse with redundant IPX links in Seattle
and Toronto

Who is Ruralcom's IPX hub provider?

As per answer for question No.23, the company has transport network and diameter
signaling services with Syniverse

Who is Ruralcom's Data & Financial Clearing House?

As per answer for question No.23, the company has data clearing house services with
Syniverse

| trust this information is satisfactory and kindly ask you to provide us with the Telus standard
mandatory Wholesale Roaming Agreement as per the Carrier Access Tariff CRTC 21462 for review as we
would like to execute this agreement within the next 3 days. If you do have any further questions,
please contact me at your convenience.

Sincerely,

Lawry Trevor-Deutsch
SVP Corporate Affairs

Cc

Eric Unrau
Sandeep Panesar
Owen Gilbert
Tony McCarthy

1210-200 Granville Street | Vancouver | British Colombia | Canada | V6C 154
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l & I Innovation, Science and Innovation, Sciences et
‘ Economic Development Canada  Développement économique Canada

MAR 17 2017

Mr. Sandeep S. Panesar
President

RuralCom Corporation

2000 — 1177 West Hastings St.
Vancouver, BC V6E 2K3
sandeep.panesar(@tnwcorp.com

Re: RuralCom action plan for deployment and operation of Spectrum Licence numbers
010288961-001 and 010288971-001

Mr. Panesar,

This is to acknowledge receipt of your report dated February 13, 2017, and to inform you
that a review of the report followed by on-site testing has since been conducted.

According to your network deployment update report. fully operational voice services

(Reuired Sesyioks) s itis offored & H
I 1novation, Science and
Economic Development Canada (ISED) on-site testing in these locations,

Notwithstanding these issues, we have concluded that RuralCom has met the condition of
providing the Required Services to a coverage of 50% of the population for each of the
two licence areas.
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nd must provide confirmation that

its fees for the subsequent year have been paid. The invoice has been attached for your

reference.

If you have any questions, please contact_at_or by

Sincerely,

Director General
Spectrum Management Operations Branch

Afttachment

Kyle Stevenson
Director

kyle@millenniallithium.com

CONFIDENTIAL
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Industry  Industrie i i Page 10of 2
I* I st Lot Radio Authorization Renewal Invoice

Invoice Date Account Number Involce Number Amount Due Amount Paid
2017-02-14
Paymen! constitutes acceptance of the radio authonzation(s) on this invoice
Licence Holder:
RuralCom Corporation Payment Optlons :
2000 - 1177 West Hastings St. Cheque or Money Order: Make payable to RECEIVER
Vancouver BC g GENERAL FOR CANADA and wrile the account
number on the back.
VEE 2K3 Please do not send cash.
On-line payments: Visit our Web site at:
https://sms-8gs.Ic.gc.calpay-involce
Payment Office
RuralCom Corporation
2000 - 1177 West Hastings St. Return this portion of the invoice to:
Vancouver BC Isndustlry C’a:nada o
pectrum Finance Centre
VGE 2K3 Postal Station D, Box 2330
Ottawa ON K1P 6K1

See reverse side of this invoice for licence delails and cancellation instructions

S G S v w— —— — — — — — —

IMPORTANT Invoice Details

Radlo LIcence Holders: For licence(s) listed on the reverse side of this invoice that expire
March 31, the Department must receive the annual fees prior to that date. Where payment Invoice Date 2017-02-14
is not recelved prior to March 31, the licence(s) will nol be renewed and the associated
frequencies may be re-assigned lo other users Account Number
Spectrum Licence Holders: For licence(s) listed on the reverse side of this Invoice that
require an annual payment as a condition of licence, the Depariment must receive the Invoice Number
annual fees before March 31. If the payment is not received prior to March 31, you will be
considered in breach of the licence conditions and the licence(s) may be subject to Annual Fee
revocation. For licence(s) listed on the reverse side of this invoice that are nearing their
expiry date, the Department must receive the renewal fees before the expiry date of the Less Credits
licence(s). Where payment is not received prior to the expiry date, the licence(s) will not be
renewed and the associated frequencies may be re-assigned to other users Due Date March 31, 2017

’“J“I

Continued operation on frequencies for which the licence has expired will also be subject to
sections 4 (1) Prohibitions, 10. (1) Offences and Punishment and 15.1 Administrative
Monetary Penalties of the Radiocommunication Act

Payment constitutes acceptance of the authorization(s) on this invoice.

It you operate more than one class of station, or have more than one account, you may If payment has already been submitted, pleass disregard this nvoice
recelve additional invoices. g

Less Cancellation(s)

Amount Paid

Inquiries G.S.T. Exempt
Inquiries conceming this invoice should be directed to Please note that the Department no longer prinls
your District Office. You can consult our list of offices Due Date March 31, 2017 renewed licences. For additiona! information, visit our

at: Web site at:

htip:/iwww.ic.gc.caleic/site/smt-gst.nstleng/sf01742.him! hilp:flwww.ic gc.ca/eic/site/smi-gst nsfleng/sf0B402 hitml

In arder to register this account and gain access to the
restricled area of our web site, you will need the

¢ f h to vi fi (s).

oy e iz relonvaboren (MUY o tent oo

Cette facture est disponible en frangais 007091900039 2017004 1356 00003154800 lps:/lsms:gs.Je.qc calviryal-icence
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RESERVED FOR OFFICE USE

Page 2 of 2

I

007091900038 20170041366 00003164800

DATE GENERATED 2017-02-14

INVOICE DATE: 2017-02-14
ACCOUNT NUMBER
invoice Numeer. I

amount oue: IR

LICENCE CANCELLATION
For office use Licence Number Numberof | ToBe For office use Licence Number Numberof | To Be
Mobiles | Cancelled Mobiles | Cancelled
—Immﬂmm 010288961-001
WA | o10288071.001

INSTRUCTIONS
For cancellation of mobile radio licence(s) enter the number of mobties you wish to cance! in the "To Be Cancelled” column in the top portion
For cancellation of any other licence types clearly mark an X in the “To Be Cancelled” column in the top portion
Using the amount indicated in the licence details below, calculate the dollar vatue of the licences to be cancelled, enler the sum In the "Less Cancellations” box on
the front of this invoice and deduct this amount from the Amount Due. Multiply the number of mobiles to be cancelled by $41.00.

For all other licensing changes, contact your District Office. You can consult our list of offices at  htip:/fiwww.ic gc caleic/site/smt-gst nsfleng/sf01742 html

Retum top portion with vour pamvment 10 the enclaserd emelope

Ketan buttom poriion lor your records

Licence Number of | Call Licensee
Number Mobiles Sign Reference Station Location or Area Billing Reason Fees
010288961-001 Subdivsion - 2-013
Annual Fee
010288971-001 Subdivision - 22014
Annual Fee
CONFIDENTIAL 108
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indusry  Industrie (DISPONIBLE EN FRANCAIS)

Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

EFFECTIVE DATE EXPIRY DATE I ACCOUNT NUMBER

November 3, 2014 March 31, 2021 I 07-091900039

RADIOCOMMUNICATION SERVICE
PROVIDER

RuralCom Corporation
Suite 500 666 Burrard Street
Vancouver BC V6C 2X8

THISLICENCE AUTHORIZESTHE UTILIZATION OF THE SPECIFIED RADIO FREQUENCIESIN THE SERVICE

AREA LISTED BELOW

NUMBER SERVICE AREA SERVICE AREA ID
TYPE

5169938 Subdi vision - 2-014 2-14

FI XED

LICENCE CONDITIONS

Refer to Attached Appendi x.

LOWER UPPER AUTHORIZED COMMUNICATIONS
FREQUENCIES FREQUENCIES AND CONDITIONS
824. 00000 MHz 869. 00000 Mz Subdi vi si on of Cellular Block A
TO TO Subdi vi sion du bloc cellulaire A
835. 00000 MHz 880. 00000 MHz
845. 00000 MHz 890. 00000 Mz Subdi vi sion of Cellular Block A
TO TO Subdi vi sion du bloc cellulaire A
846. 50000 MHz 891. 50000 MHz
SERVICES
T LAND/ MOBI LE
APPENDICES
L7
The follow ng conditions apply to licences issued pursuant to Radio System Policy
RP-019, Policy for the Provision of Cellular Services by New Parties for the 824 - 849
MHz and 869 - 894 MHz Bands.
1. Licence Term
2014-11-07 Pagel / 7
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indusry  Industrie (DISPONIBLE EN FRANCAIS)

Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER
7-091900039 5169938

APPENDICES

The termof this licence will expire as indicated above. Licensees nust pay the annual
licence fee before March 31 of each year for the subsequent year (April 1 to March 31).
The process for issuing licences after this termand any issues relating to renewal
will be determined by the Mnister of Industry follow ng a public consultation.

2. Licence Transferability and Divisibility

This licence is transferable in whole or in part (divisibility), in both bandw dth and
geogr aphi ¢ di mensions, subject to Industry Canada's approval. A Subordinate

Li cence may al so be issued in regard to this licence, subject to Industry Canada's
approval .

The |icensee nust make the Transfer Request in witing to Industry Canada. The
Transfer Request will be treated as set out in dient Procedures Circul ar CPC 2-
1-23, Licensing Procedure for Spectrum Licences for Terrestrial Services, as
amended fromtime to tine (CPC 2-1-23.)

The licensee nust apply in witing to Industry Canada for approval prior to

i npl enenting any Deened Transfer, which will be treated as set out in CPC 2-1-
23. The inplenentation of a Deenmed Transfer wi thout the prior approval of
Industry Canada will be considered a breach of this condition of |icence.

Shoul d the licensee enter into any Agreement that provides for a Prospective
Transfer with another hol der of a Licence for commercial nobile spectrum
(including any Affiliate, agent or representative of the other licence holder), it
must apply in witing to Industry Canada for review of the Prospective Transfer

wi thin 15 days of entering into the Agreenent, which will be treated as set out in
CPC 2-1-23. Should Industry Canada issue a decision indicating that the
Prospective Transfer is not approved; it will be a breach of this condition of
licence for a licensee to remain in an Agreenent that provides for the Prospective
Transfer for a period of nmore than 90 days fromthe date of the decision.

In all cases, the licensee nmust follow the procedures as outlined in CPC 2-1-23.
Al'l capitalized terms have the nmeaning ascribed to themin CPC 2-1-23.
3. Eligibility

The |icensee nmust conply on an ongoing basis with the eligibility critera for a
radi oconmuni cation carrier including conpliance with section 10(2) of the

2014-11-07 Page2 / i
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indusry  Industrie (DISPONIBLE EN FRANCAIS)

Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER
7-091900039 5169938

APPENDICES

Radi ocommuni cati on Regul ations. The |icensee nust notify the Mnister of Industry of
any change which would have a material effect on its eligibility. Such notification
must be made in advance for any proposed transaction within its know edge.

For nore information, refer to Cient Procedures Circular CPC 2-0-15, Canadian
Omnership and Control, as amended fromtine to tine.

4. Radio Station Installations

The licensee nust conply with Client Procedures Circular CPC 2-0-03, Radi oconmuni cation
and Broadcasting Antenna Systens, as anmended fromtine to tine.

5. Provision of Technical Information

When | ndustry Canada requests technical information on a particular station or network,
the informati on nmust be provided by the |icensee according to the definitions,
criteria, frequency, and tinelines specified by the Department. For nore information,
refer to dient Procedures Circul ar CPC 2-1-23, Licensing Procedure for Spectrum
Licences for Terrestrial Services, as amended fromtinme to tine.

6. Conpliance with Legislation, Regulations and other Cbligations

The licensee is subject to, and rmust conply with, the Radi ocommunication Act, the

Radi oconmuni cati on Regul ati ons and the International Tel econmunication Union's Radio
Regul ations pertaining to its licensed radio frequency bands. This licence is issued on
condition that the certifications made in relation to the licence are all true and
conplete in every respect. The |icensee nust use the assigned spectrumin accordance

wi th the Canadi an Tabl e of Frequency Allocations and the spectrum policy for this band.

7. Technical Considerations

The |icensee nust conply on an ongoing basis with all relevant Radi o Standards
Speci fications and Standard Radi o System Pl ans, as anended fromtinme to tine.

8. International and Donestic Coordination

The |icensee nust conply with the current and future agreements established with other
countries. Although frequency assignnments are not subject to site licensing, the
licensee may be required to furnish all necessary technical data for each rel evant
site.

2014-11-07 Page3 / i
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indusry  Industrie (DISPONIBLE EN FRANCAIS)

Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER
7-091900039 5169938

APPENDICES

The licensee nust use its best efforts to enter into nutually acceptable sharing
agreements with other parties, which will facilitate the reasonable and tinely

devel opnent of their respective systens, where applicable, and to coordinate w th other
licensed users in Canada and internationally where applicable.

9. Research and Devel opnent (R&D)

The licensee nust invest, as a minimum 2 percent of its adjusted gross revenues resulting
fromthe use of this licence, averaged over the termof the licence, in eligible research and
devel opnent (R&D) activities related to tel econmunications. Eligible R& activities are
those which nmeet the definition of scientific research and experinental devel opnent

adopted in the Income Tax Act, as anended fromtine to tinme. Adjusted gross revenues

are defined as total service revenues, less inter-carrier paynments, bad debts, third party
commi ssi ons, and provincial goods and services taxes collected. The licensee is exenpt

from R& expenditure requirenents if it, together with all affiliated |licensees that are
subject to the R& condition of licence, has less than $1 billion in annual gross operating
revenues fromthe provision of wireless services in Canada, averaged over the termof the
l'icence. For this condition of licence, an affiliate is defined as a person who controls the
carrier, or who is controlled by the carrier or by any person who controls the carrier, as
per subsection 35(3) of the Tel ecomuni cations Act.

10. Resale

The licensee is not required to provide facilities for resale opportunities over and
above those mandat ed by the CRTC.

11. Mandatory Antenna Tower and Site Sharing

A licensee operating as a radi oconmuni cation carrier nust conply with the mandatory
antenna tower and site sharing requirements set out in dient Procedures Circular
CPC-2-0-17, Conditions of Licence for Mandatory Roam ng and Antenna Tower and Site
Sharing and to Prohibit Exclusive Site Arrangenents, as amended fromtinme to tine.

12. Mandatory Roam ng

Cel lular and PCS |icensees nust conply with the nandatory roaning requirenments set out
in Cient Procedures Circular CPC 2-0-17, Conditions of Licence for Mandatory Roam ng
and Antenna Tower and Site Sharing and to Prohibit Exclusive Site Arrangenents, as
anended fromtine to tine.

13. Inplenentati on of Spectrum Usage

2014-11-07 Page4 / i
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Industry Industrie
Canada Canada

SPECTRUM LICENCE

(DISPONIBLE EN FRANCAIS)

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER

LICENCE NUMBER

7-091900039

5169938

APPENDICES

The Licensee nust denpnstrate to the Departnment that the spectrum has been put

into use.

By January 31st 2015, the licensee nust provide the Departnent with an updated report

i ncludi ng detail ed coverage maps of each installed antenna site as well

as details on the

servi ces and equi pment currently being offered to consunmers and on the licensee's
retail/distribution network. The |icensee nust establish that its services are being
provided to a | evel of coverage of at |east 50% of the population in the licence area or

provi de sone other indicator of usage acceptable to the Departnent.

14. Annual Reporting

The |icensee nust subnmit an annual report for each year of the licence term which includes

the follow ng information:

. a statenment indicating continued conpliance with all conditions of |icence;

. an update on the inplenentati on and spectrum usage within the area covered by
the licence;

. existing audited financial statements with an acconpanying auditor's report;

. a statenent indicating the annual gross operating revenues fromthe provision of

wirel ess services in Canada and, where applicable, the annual

adj usted gross

revenues resulting fromthe use of this licence, as defined in these conditions of

I'icence.

. a report of the R&D expenditures as set out in these conditions of

licence

I ndustry Canada may request an audited statenent of R&D expenditures with an

acconpanying auditor's report at its discretion;

. supporting financial statenments where a licensee is claimng an exenpti on based
on, together with all affiliated licensees that are subject to the R& condition of
licence, it having less than $1 billion in annual gross operating revenues fromthe

provi sion of wreless services in Canada, averaged over the termof the |licence;

. a copy of any existing corporate annual report for the licensee's fiscal year with
respect to the authorization; and
. other information related to the |licence as specified in any notice updating the

reporting requirenents as issued by Industry Canada.

2014-11-07
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indusry  Industrie (DISPONIBLE EN FRANCAIS)

Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER
7-091900039 5169938

APPENDICES

Al reports and statenents are to be certified by an officer of the conpany and submtted,
inwiting, within 120 days of the licensee's fiscal year-end. Confidential information
provided will be treated in accordance with subsection 20(1) of the Access to Information
Act .

Reports are to be submitted to Industry Canada at the foll ow ng address:

I ndustry Canada

Spect rum Managenent Qperations Branch
Manager, Emergi ng Networks

235 Queen Street (JETN, 15th floor)
Otawa, Ontario

K1A OH5

Last revision date: Novenber 6, 2014
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indusry  Industrie (DISPONIBLE EN FRANCAIS)

Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER

7-091900039 5169938

LICENCE ADDENDA

This licence authorizes the licensee to establish and operate a radio station as described in the approved application, in accordance
with specific items or conditions and applicable provisions of the Radiocommunication Act and its regulations. This authority should
not be construed as approving the use of any antenna supporting structure which has not been approved by the Department of
Transport from an aeronautical safety point of view. Except as provided in the regulations, no change in the apparatus or operations
shall be made without the authority of the Minister, Industry Canada, and the licensee shall notify the Department in writing upon a
change of address.

The Department may, at a future date, require the licensee to install filters, tone coding devices, reduce the effective radiated power
and/or antenna height as appropriate.

Service Category indicates the categories of service the station is authorized to perform.

In many cases licence fees are related to the number of transmit and receive channels. A code, used in the "channel” column,
indicates the number of equivalent voice channels as given in the following table:

1
Channel to A B c D E E G Other Letters
Code 9 H, I, J, etc.
Equivalent 1 10 |25 | 61 | 121 | 301 | 601 | 961 | Measured
No. of Voice to | to |to to | to to to to | in units of
Channels 9 24 |60 | 120 300 | 600 | 960 | 1200 | 300 channels

For further information regarding your radio licence please contact your nearest Industry Canada District Office. The
Radiocommunication Act and the Radiocommunication Regulations are available on Internet at:

http://www.ic.gc.ca/spectrum

ENQUIRIES CONCERNING THISLICENCE SHOULD BE DIRECTED TO INDUSTRY CANADA,
SPECTRUM MANAGEMENT OPERATIONS BRANCH, 300 SLATER STREET, OTTAWA, ON, KIA 0C8.
E-mail :spectrum.oper ations@ic.gc.ca

2014-11-07 Page7 /i
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Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

EFFECTIVE DATE EXPIRY DATE I ACCOUNT NUMBER

November 3, 2014 March 31, 2021 I 07-091900039

RADIOCOMMUNICATION SERVICE
PROVIDER

RuralCom Corporation
Suite 500 666 Burrard Street
Vancouver BC V6C 2X8

THISLICENCE AUTHORIZESTHE UTILIZATION OF THE SPECIFIED RADIO FREQUENCIESIN THE SERVICE

AREA LISTED BELOW

NUMBER SERVICE AREA SERVICE AREAID
TYPE

5169939 Subdi vi sion - 2-013 2-13

FI XED

LICENCE CONDITIONS

Refer to Attached Appendi x.

LOWER UPPER AUTHORIZED COMMUNICATIONS
FREQUENCIES FREQUENCIES AND CONDITIONS
824. 00000 MHz 869. 00000 Mz Subdi vi si on of Cellular Block A
TO TO Subdi vi sion du bloc cellulaire A
835. 00000 MHz 880. 00000 MHz
845. 00000 MHz 890. 00000 Mz Subdi vi sion of Cellular Block A
TO TO Subdi vi sion du bloc cellulaire A
846. 50000 MHz 891. 50000 MHz
SERVICES
T LAND/ MOBI LE
APPENDICES
L7
The follow ng conditions apply to licences issued pursuant to Radio System Policy
RP-019, Policy for the Provision of Cellular Services by New Parties for the 824 - 849
MHz and 869 - 894 MHz Bands.
1. Licence Term
2014-11-07 Pagel / 7
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Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER
7-091900039 5169939

APPENDICES

The termof this licence will expire as indicated above. Licensees nust pay the annual
licence fee before March 31 of each year for the subsequent year (April 1 to March 31).
The process for issuing licences after this termand any issues relating to renewal
will be determined by the Mnister of Industry follow ng a public consultation.

2. Licence Transferability and Divisibility

This licence is transferable in whole or in part (divisibility), in both bandw dth and
geogr aphi ¢ di mensions, subject to Industry Canada's approval. A Subordinate

Li cence may al so be issued in regard to this licence, subject to Industry Canada's
approval .

The |icensee nust make the Transfer Request in witing to Industry Canada. The
Transfer Request will be treated as set out in dient Procedures Circul ar CPC 2-
1-23, Licensing Procedure for Spectrum Licences for Terrestrial Services, as
amended fromtime to tine (CPC 2-1-23.)

The licensee nust apply in witing to Industry Canada for approval prior to

i npl enenting any Deened Transfer, which will be treated as set out in CPC 2-1-
23. The inplenentation of a Deenmed Transfer wi thout the prior approval of
Industry Canada will be considered a breach of this condition of |icence.

Shoul d the licensee enter into any Agreement that provides for a Prospective
Transfer with another hol der of a Licence for commercial nobile spectrum
(including any Affiliate, agent or representative of the other licence holder), it
must apply in witing to Industry Canada for review of the Prospective Transfer

wi thin 15 days of entering into the Agreenent, which will be treated as set out in
CPC 2-1-23. Should Industry Canada issue a decision indicating that the
Prospective Transfer is not approved; it will be a breach of this condition of
licence for a licensee to remain in an Agreenent that provides for the Prospective
Transfer for a period of nmore than 90 days fromthe date of the decision.

In all cases, the licensee nmust follow the procedures as outlined in CPC 2-1-23.
Al'l capitalized terms have the nmeaning ascribed to themin CPC 2-1-23.
3. Eligibility

The |icensee nmust conply on an ongoing basis with the eligibility critera for a
radi oconmuni cation carrier including conpliance with section 10(2) of the

2014-11-07 Page2 / i
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Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER
7-091900039 5169939

APPENDICES

Radi ocommuni cati on Regul ations. The |icensee nust notify the Mnister of Industry of
any change which would have a material effect on its eligibility. Such notification
must be made in advance for any proposed transaction within its know edge.

For nore information, refer to Cient Procedures Circular CPC 2-0-15, Canadian
Omnership and Control, as amended fromtine to tine.

4. Radio Station Installations

The licensee nust conply with Client Procedures Circular CPC 2-0-03, Radi oconmuni cation
and Broadcasting Antenna Systens, as anmended fromtine to tine.

5. Provision of Technical Information

When | ndustry Canada requests technical information on a particular station or network,
the informati on nmust be provided by the |icensee according to the definitions,
criteria, frequency, and tinelines specified by the Department. For nore information,
refer to dient Procedures Circul ar CPC 2-1-23, Licensing Procedure for Spectrum
Licences for Terrestrial Services, as amended fromtinme to tine.

6. Conpliance with Legislation, Regulations and other Cbligations

The licensee is subject to, and rmust conply with, the Radi ocommunication Act, the

Radi oconmuni cati on Regul ati ons and the International Tel econmunication Union's Radio
Regul ations pertaining to its licensed radio frequency bands. This licence is issued on
condition that the certifications made in relation to the licence are all true and
conplete in every respect. The |icensee nust use the assigned spectrumin accordance

wi th the Canadi an Tabl e of Frequency Allocations and the spectrum policy for this band.

7. Technical Considerations

The |icensee nust conply on an ongoing basis with all relevant Radi o Standards
Speci fications and Standard Radi o System Pl ans, as anended fromtinme to tine.

8. International and Donestic Coordination

The |icensee nust conply with the current and future agreements established with other
countries. Although frequency assignnments are not subject to site licensing, the
licensee may be required to furnish all necessary technical data for each rel evant
site.

2014-11-07 Page3 / i
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Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER
7-091900039 5169939

APPENDICES

The licensee nust use its best efforts to enter into nutually acceptable sharing
agreements with other parties, which will facilitate the reasonable and tinely

devel opnent of their respective systens, where applicable, and to coordinate w th other
licensed users in Canada and internationally where applicable.

9. Research and Devel opnent (R&D)

The licensee nust invest, as a minimum 2 percent of its adjusted gross revenues resulting
fromthe use of this licence, averaged over the termof the licence, in eligible research and
devel opnent (R&D) activities related to tel econmunications. Eligible R& activities are
those which nmeet the definition of scientific research and experinental devel opnent

adopted in the Income Tax Act, as anended fromtine to tinme. Adjusted gross revenues

are defined as total service revenues, less inter-carrier paynments, bad debts, third party
commi ssi ons, and provincial goods and services taxes collected. The licensee is exenpt

from R& expenditure requirenents if it, together with all affiliated |licensees that are
subject to the R& condition of licence, has less than $1 billion in annual gross operating
revenues fromthe provision of wireless services in Canada, averaged over the termof the
l'icence. For this condition of licence, an affiliate is defined as a person who controls the
carrier, or who is controlled by the carrier or by any person who controls the carrier, as
per subsection 35(3) of the Tel ecomuni cations Act.

10. Resale

The licensee is not required to provide facilities for resale opportunities over and
above those mandat ed by the CRTC.

11. Mandatory Antenna Tower and Site Sharing

A licensee operating as a radi oconmuni cation carrier nust conply with the mandatory
antenna tower and site sharing requirements set out in dient Procedures Circular
CPC-2-0-17, Conditions of Licence for Mandatory Roam ng and Antenna Tower and Site
Sharing and to Prohibit Exclusive Site Arrangenents, as amended fromtinme to tine.

12. Mandatory Roam ng

Cel lular and PCS |icensees nust conply with the nandatory roaning requirenments set out
in Cient Procedures Circular CPC 2-0-17, Conditions of Licence for Mandatory Roam ng
and Antenna Tower and Site Sharing and to Prohibit Exclusive Site Arrangenents, as
anended fromtine to tine.

13. Inplenentati on of Spectrum Usage

2014-11-07 Page4 / i
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Canada Canada

SPECTRUM LICENCE

(DISPONIBLE EN FRANCAIS)

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER

LICENCE NUMBER

7-091900039

5169939

APPENDICES

The Licensee nust denpnstrate to the Departnment that the spectrum has been put

into use.

By January 31st 2015, the licensee nust provide the Departnent with an updated report

i ncludi ng detail ed coverage maps of each installed antenna site as well

as details on the

servi ces and equi pment currently being offered to consunmers and on the licensee's
retail/distribution network. The |icensee nust establish that its services are being
provided to a | evel of coverage of at |east 50% of the population in the licence area or

provi de sone other indicator of usage acceptable to the Departnent.

14. Annual Reporting

The |icensee nust subnmit an annual report for each year of the licence term which includes

the follow ng information:

. a statenment indicating continued conpliance with all conditions of |icence;

. an update on the inplenentati on and spectrum usage within the area covered by
the licence;

. existing audited financial statements with an acconpanying auditor's report;

. a statenent indicating the annual gross operating revenues fromthe provision of

wirel ess services in Canada and, where applicable, the annual

adj usted gross

revenues resulting fromthe use of this licence, as defined in these conditions of

I'icence.

. a report of the R&D expenditures as set out in these conditions of

licence

I ndustry Canada may request an audited statenent of R&D expenditures with an

acconpanying auditor's report at its discretion;

. supporting financial statenments where a licensee is claimng an exenpti on based
on, together with all affiliated licensees that are subject to the R& condition of
licence, it having less than $1 billion in annual gross operating revenues fromthe

provi sion of wreless services in Canada, averaged over the termof the |licence;

. a copy of any existing corporate annual report for the licensee's fiscal year with
respect to the authorization; and
. other information related to the |licence as specified in any notice updating the

reporting requirenents as issued by Industry Canada.

2014-11-07
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Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER
7-091900039 5169939

APPENDICES

Al reports and statenents are to be certified by an officer of the conpany and submtted,
inwiting, within 120 days of the licensee's fiscal year-end. Confidential information
provided will be treated in accordance with subsection 20(1) of the Access to Information
Act .

Reports are to be submitted to Industry Canada at the foll ow ng address:

I ndustry Canada

Spect rum Managenent Qperations Branch
Manager, Emergi ng Networks

235 Queen Street (JETN, 15th floor)
Otawa, Ontario

K1A OH5

Last revision date: Novenber 6, 2014
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Canada Canada

SPECTRUM LICENCE

Issued under the authority of the Minister of Industry in accordance with the Radiocommunication Act and Regulations made thereunder

ACCOUNT NUMBER LICENCE NUMBER

7-091900039 5169939

LICENCE ADDENDA

This licence authorizes the licensee to establish and operate a radio station as described in the approved application, in accordance
with specific items or conditions and applicable provisions of the Radiocommunication Act and its regulations. This authority should
not be construed as approving the use of any antenna supporting structure which has not been approved by the Department of
Transport from an aeronautical safety point of view. Except as provided in the regulations, no change in the apparatus or operations
shall be made without the authority of the Minister, Industry Canada, and the licensee shall notify the Department in writing upon a
change of address.

The Department may, at a future date, require the licensee to install filters, tone coding devices, reduce the effective radiated power
and/or antenna height as appropriate.

Service Category indicates the categories of service the station is authorized to perform.

In many cases licence fees are related to the number of transmit and receive channels. A code, used in the "channel” column,
indicates the number of equivalent voice channels as given in the following table:

1
Channel to A B c D E E G Other Letters
Code 9 H, I, J, etc.
Equivalent 1 10 |25 | 61 | 121 | 301 | 601 | 961 | Measured
No. of Voice to | to |to to | to to to to | in units of
Channels 9 24 |60 | 120 300 | 600 | 960 | 1200 | 300 channels

For further information regarding your radio licence please contact your nearest Industry Canada District Office. The
Radiocommunication Act and the Radiocommunication Regulations are available on Internet at:

http://www.ic.gc.ca/spectrum

ENQUIRIES CONCERNING THISLICENCE SHOULD BE DIRECTED TO INDUSTRY CANADA,
SPECTRUM MANAGEMENT OPERATIONS BRANCH, 300 SLATER STREET, OTTAWA, ON, KIA 0C8.
E-mail :spectrum.oper ations@ic.gc.ca
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l * l Innovation, Science and Innovation, Sciences et Page 10f 2
Economic Development Canada Développement économique Canada

Radio Authorization Renewal Invoice

Invoice Date Invoice Number Amount Due Amount Pald
2018-02-10
Payment constitutes acceptance of the radio authorization(s) on this invoice.
Licence Holder:
RuralCom Corporation Ezyment Ohgtlons é ST e e
= i eque or Money Order: Make payable to
2000°=\1177: West Hastings 3t. GENERAL FOR CANADA and write the account
Vancouver BC number on the back.
V6E 2K3 Please do not send cash.
On-line payments: Visit our Web site at:
https://sms-sgs.ic.gc.ca/pay-invoice
Payment Office:
RuralCom Corporation
2000 - 1177 West Hastings St. Return this portion of the invoice to:
Vancouver BC Innovation, Science and Economic Development
Canada
VSEZK3 Spectrum Finance Centre
Postal Station D, Box 2330
Ottawa ON K1P 6K1
See reverse side of this invoice for licence details and cancellation instructions,
Return lop _p_arl_'ggn w__ith _y_mn-_payﬂeiiu t_he ﬂc!m;ed Evc_lupc_ e 2 N R e I e e A YR
Retaw bottom poraoh 1od yous jeeods
IMPORTANT Invoice Details
Radio Licence Holders: For licence(s) listed on the reverse side of this invoice that expire .09,
March 31, the Department must receive the annual fees prior to that date. Where payment l¥olcaOe 2018-02-10
is not received prior to March 31, the licence(s) will not be renewed and the associated
frequencies may be re-assigned to other users, Account Number
Spectrum Licence Holders: For licence(s) listed on the reverse side of this invoice that
Invoice Number

require an annual payment as a condition of licence, the Depariment must receive the
annual fees before March 31. If the payment is not received prior to March 31, you will be
considered in breach of the licence conditions and the licence(s) may be subject to
reyvocation. For licence(s) listed on the reverse side of this invoice that are nearing their
expiry date, the Department must receive the renewal fees before the expiry date of the
licence(s). Where payment is not received prior to the expiry date, the licence(s) will not be
renewed and the associated frequencies may be re-assigned to other users. Due Date March 31, 2018

Annual Fee

Less Credits

Continued operation on frequencies for which the licence has expired will also be subjectto | | ass Canceliation(s)
sections 4. (1) Prohibitions, 10. (1) Offences and Punishment and 15.1 Administrative

Monetary Penalties of the Radiocommunication Act Amount Paid
Payment constitutes acceptance of the authorization(s) on this invoice.
If you operate more than one class of station, or have more than one account, you may If payment has already been submitied, please disregard this Invoics.

receive additional invoices,

Inquiries G.S.T. Exempt
Inquiries concerning this invoice should be directed to : e o g = Please note that the Department no longer prints
your District Office. You can consult our list of offices -Due Date Marc.h"all'!,. 2018 renewed licences. For additional information, visit our
at: Web site at:
http://lwww.ic.gc.caleic/site/smt-gst.nsfleng/sf01742.html | http:/iwww.ic.qc.caleic/site/smt-gst.nsflena/sf08402.htm|
In order to register this account and gain access to the :

restricted area of our web site, you will need the If you wish to view or print your licence(s), go to our on-
fllowing code: 221632. Please kaep this nformation | [ NI VANV NN T ine services web sie a;

secure as it identifies you in the on-line system.
007091900039 20180056007 00002817200 hitps://sms-sgs.ic.gc.calvitual-licence

126 Canad'a'
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RESERVED FOR OFFICE USE Page 2 of 2

DATE GENERATED: 2018-02-10
INVOICE DATE: 2018-02-10

ACCOUNT NUMBER:
INVOICE NUMBER:
AMOUNT DUE:

D0 OO A A

007091900039 20180056007 00002817200

LICENCE CANCELLATION
For office use Licence Number Number of To Be For office use Licence Number Number of | To Be
Mobiles | Cancelled Mobiles | Cancelled

TN~ | otozssses-o01
IMINWINGN | otozsss7a-001

Retain bottom portion for your records

INSTRUCTIONS

For cancellation of mobile radio licence(s) enter the number of mobiles you wish to cancel in the "To Be Cancelled" column in the top portion.

For cancellation of any other licence types clearly mark an X in the "To Be Cancelled" column in the top portion.

Using the amount indicated in the licence details below, calculate the dollar value of the licences to be cancelled, enter the sum in the “"Less Cancellations” box on
the front of this invoice and deduct this amount from the Amount Due. Multiply the number of mobiles to be cancelled by $41.00.

For all other licensing changes, contact your District Office. You can consult our list of offices at  http://www.ic.gc.ca/eic/site/smt-gst.nsfleng/sf01742.html

Licence Number of | Call Licensee
Number Mobiles Sign Reference Station Location or Area Billing Reason Fees
010288961-001 Subdivision - 2-013
Annual Fee
010288971-001 Subdivision - 2-014
Annual Fee

Ly Canada



APPENDIX M

128



cccmaz Gt..EZAL, rﬁ()k;} m 1%

we2.0/€ 923

s
JesaT-El A L) ONE /loonol.uns e ——
lLTmNAumasmncnmuﬂmumm
) ————
) é, Printer ID# 1021 § g E
-3 -
Ej & 3 2SS
is 58
‘ga y . Endnrsammhmram <
5 SR ) _ o
ﬁ &, § 58 O cormiuagd zavs
2 g2 g g TUOAsiect  mackveRso »
- - [ ]
zonﬁfﬁ?gﬁ 27 MTL
-9
129 é




APPENDIX N

130



13 February 2017

Director General

Spectrum Management Operations Branch

Innovation, Science and Economic Development Canada
235 Queen St, Ottawa ON, K1A OH5

Re: RuralCom Corporation Network Deployment Update Report

As required by the Conditions of Licence and as previously agreed with Innovation, Science and Economic
Development Canada (“ISED”), RuralCom Corporation (“RuralCom”) is providing this report on network deployment
and the establishment of its service in its licensed areas along the BC licence 010288961-001 and Alaska Highway
licence 010288971-001 in compliance with the Conditions of Licence.
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RuralCom Service Offering

Product Description
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Compliance with all Conditions of Licence

As of February 10, 2017, RuralCom is now in full compliance with the Conditions of Licence.

1.

Licence Term
Expiry date of the licences in question is March 31, 2021. RuralCom commits to pay the annual licence fee
for the subsequent year in full by March 24, 2017.

Licence Transferability and Divisibility
RuralCom has made ISED aware of recent changes in ownership and control and will continue to work with
ISED towards its approval of a Deemed Transfer.

Eligibility

On 7 December 2016 Investel entered into a Share Purchase Agreement (“SPA”) with RuralCom Capital
Corporation for the acquisition of all issued and outstanding shares of RuralCom, subject to the terms of the
Memorandum of Agreement. Further the SPA includes certain Closing conditions that include the approval
by ISED of the Deemed transfer of the Spectrum Licenses pursuant to the Acquisition.

Investel is 100% Canadian owned and controlled.
Radio Station Installations

RuralCom does and will continue to comply with CPC-2-0-03 — Radiocommunication and Broadcasting
Antenna Systems
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10.

11.

12.

13.

50114

Provision of Technical Information
Technical information requested by ISED will be provided by the RuralCom according to the definitions,
criteria, frequency, and timelines specified by ISED.

Compliance with Legislation, Regulations and other Obligations

RuralCom does and will comply with, the Radiocommunication Act, the Radiocommunication Regulations
and the International Telecommunication Union's Radio Regulations pertaining to its licensed radio
frequency bands and will use the assigned spectrum in accordance with the Canadian Table of Frequency
Allocations and the spectrum policy for this band.

Technical Considerations
RuralCom does and will comply with all relevant Radio Standards Specifications and Standard Radio System
Plans, as amended from time to time.

International and Domestic Coordination

RuralCom will comply with current and future agreements established with other countries. RuralCom will
use its best efforts to enter into mutually acceptable sharing agreements with other parties, which will
facilitate the reasonable and timely development of their respective systems, where applicable, and to
coordinate with other licensed users in Canada and internationally where applicable.

Research and Development (R&D)

RuralCom has less than $1 billion in annual gross operating revenues from the provision of wireless services
in Canada, averaged over the term of the licence and therefore is exempt from R&D expenditure
requirements.

Resale
RuralCom will provide facilities for resale opportunities as mandated by the CRTC.

Mandatory Antenna Tower and Site Sharing

RuralCom does and will comply with the mandatory antenna tower and site sharing requirements set out in
Client Procedures Circular CPC-2-0-17, Conditions of Licence for Mandatory Roaming and Antenna Tower and
Site Sharing and to Prohibit Exclusive Site Arrangements.

Mandatory Roaming

RuralCom does and will comply with the mandatory roaming requirements set in Client Procedures Circular
CPC-2-0-17, Conditions of Licence for Mandatory Roaming and Antenna Tower and Site Sharing and to
Prohibit Exclusive Site Arrangements

Implementation of Spectrum Usage
On January 13, 2017, RuralCom provided a detailed business plan to the Department demonstrating how it
intends to serve local customers in the licence area and meet the conditions set out below.

On February 13, 2017, RuralCom demonstrated in this report to ISED that the spectrum has been put into
use by providing fully operational voice services to customers in the licence area (required services).

On February 13, 2017, RuralCom provided this report to ISED indicating that the required services are being
offered to customers and provided to a level of coverage of at least 50% of the population in the licence
area. The report includes:

a. confirmation of the type of services, including the required services, being offered to customers in
the licence area;

b. details of the retail/distribution network and the devices that are offered to customers to provide
the required services;

c. details of how potential customers and subscribers access required services in the licence area; and

d. detailed coverage maps of each installed antenna site showing the contours within which the
devices provided to customers can connect in order to receive fully operational voice services
within the licensee's network.
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After February 13, 2017, RuralCom will promptly cooperate with the Department in its testing of the
network as is reasonably required and will provide any further information related to deployment requested
by the Department in order that coverage can be reasonably verified.

By March 24, 2017, RuralCom will provide an updated report confirming the current customers and
subscribers in the licence area and will provide confirmation that its fees for the subsequent year have been

paid.

RuralCom will maintain the minimum level of coverage noted above and continue to offer the required
services throughout the term of the licences.

14. Annual Reporting
RuralCom will continue to comply with ISED’s annual report requirements.

Test Phones for ISED

RuralCom was contacted by_ today, February 13, 2017 to arrange for four test phones with SIM cards to
be shipped to the BC ISED offices in Surrey (2), Kelowna (1) and Prince George (1) for its use in testing of the network.
RuralCom will be preparing the phonesets and SIMs for shipping on February 14, 2017 with the expectation that they
will be received February 15th or 16th in the ISED offices.

RuralCom will co-operate with ISED in testing of the network as reasonably required and will provide any further
information related to the network and the test phones as requested by ISED in order that ISED coverage testing can
be reasonably verified.

Corporate Name Change
RuralCom Corporation has changed its name effective February 13, 2017, to TNW Wireless Corporation.

Summary

RuralCom is now fully compliant with the Conditions of Licence; it covers greater that 50% of the population in each
of the licence areas; and it offers fully operational voice services to customers in the licence areas.

RuralCom looks forward to working with ISED in demonstrating the full compliance of its network.
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APPENDIX B

Fort Nelson BC site map and polygon population — overlay of drive test results
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APPENDIX E

Masset BC site map and polygon population — overlay of drive test results
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TECHNOLOGY LICENSE AGREEMENT

This license agreement (the “Agreement”) is made and entered into between Investel Capital
Corporation, a corporation organized under the laws of Canada and having its head office at
330 Bay Street, 13t floor, Toronto ON, M5H 2S8 Canada (hereinafter called “Licensor”) and
RuralCom Corporation., organized under the federal laws of Canada and having its principle

office at 1300-1500 West Georgia Street, Vancouver, British Columbia, V6G 276, Canada
hereinafter called “Licensee”).

The aforementioned parties may be each referred to as a “Party” or collectively referred to as
the “Parties.”

ICC/TNW Wireless iPCS License Agreement Page 1 of 12
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In witness whereof, the parties hereto have caused this Agreement to be executed by their duly
authorized representatives.

Licensor: Investel Capital Corporation

Licensee: RuralCom Corporation
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ABSTRACT

Described are various embodiments of a mobile operator-mediated telephony-over-data
system and implementation, and mobile smartphone-over-data device and computer-

5 implemented environment therefor
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MOBILE OPERATOR-MEDIATED TELEPHONY-OVER-DATA SYSTEM AND
IMPLEMENTATION, AND MOBILE SMARTPHONE-OVER-DATA DEVICE AND
COMPUTER-IMPLEMENTED ENVIRONMENT THEREFOR

FIELD OF THE DISCLOSURE

[0001] The present disclosure relates to mobile communications, and in particular, to
a mobile operator-mediated telephony-over-data system and implementation, and mobile

smartphone-over-data device and computer-implemented environment therefor.
BACKGROUND

[0002] Mobile communication services are regulated in most jurisdictions and rely on
a selection of regulated mobile service providers and network operators to deliver various
mobile telephony and data services, such as mobile telephone services including
voicemail, call forwarding, conference calls, call transfers and the like; texting or
messaging services such as SMS (Short Message Service), EMS (Extended Message
Service), MMS (Multimedia Messaging Service); and data services including Internet
browsing access, e-mail, Webmail, social media applications, content sharing platforms,

etc.

[0003] Generally, each mobile communication device, which may range from the
most basic mobile telephony cellphone (e.g. SMS, voice), to the more advanced
smartphone or tablet (e.g. text and multimedia messaging, Internet browsing and data
sharing platforms/applications, mobile telephony, camera, video, Bluetooth™
connectivity, Near Field Communication (NFC) connectivity, etc.), will interface with
and share voice, text and/or multimedia data over a mobile communication network (e.g.
a cellular network encompassing both a circuit switched network for voice and SMS and
a packet switched network for multimedia data) owned and operated by a mobile network
operator (MNQO), also known as a wireless service provider, wireless carrier, cellular
company, or mobile network carrier. Generally, the MNO is a provider of wireless
communication services that owns or controls all the elements necessary to sell and

deliver services to an end user including radio spectrum allocation, wireless network

1

1007P-CPE-WO01

162



10

15

20

25

30

PCT/CA2015/051119

infrastructure, back haul infrastructure, billing, customer care, etc. Each MNO will also
generally own or control access to a radio spectrum license from a regulatory or
government entity, and own or control the elements of the network infrastructure
necessary to provide services to subscribers over the licensed spectrum. Cellphone users
may also interface with a Mobile Virtual Network Operator (MVNQO), or Mobile Other
Licensed Operator (MOLO) that does not own the wireless network infrastructure over
which it provides services to its customers, but that has entered into a business agreement
with an MNO to obtain bulk access to network services at wholesale rates (e.g. to make
use of an underused network infrastructure), and set retail prices independently. The
MVNO may use its own customer service, billing support systems, marketing and sales
personnel or it may employ the services of a mobile virtual network enabler or the like.
The MVNO may in some cases seek to market an alternative brand of services, packages
and/or prices to possibly target an undermarketed share of potential or current mobile

users in a given area, while using the existing infrastructure provided by the MNO.

[0004] In general, most MNOs and MVNOs will be involved in the retailing of
mobile communication devices (cellular phones, smartphones, tablets and other cell-
enabled communication devices) loaded with an operator and user-specific subscriber
identity or identification module or SIM card for GSM-network enabled devices, a
removable user identity module or R-UIM card for use on CDMA networks, a universal
integrated circuit card or UICC for use on UMTS networks, and the like, as readily
known in the art. For simplicity, focus will be made here on GSM-enabled devices
common in North America and other parts of the world, though similarities and
equivalents will be naturally known to the skilled artisan in considering devices and

applications relying on other wireless network standards.

[0005] A SIM card basically consists of an integrated circuit that securely stores the
international mobile subscriber identity (IMSI) and the related key (Ki) used to identify
and authenticate subscribers on mobile communication devices. A SIM card also stores
its unique serial number or integrated circuit card identifier (ICCID), temporary
information related to the local network (routinely exchanged with the Location Area

Identity (LAI), a list of the services the user has access to and two passwords: a personal
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identification number (PIN) for ordinary use and a personal unblocking code (PUK) for
PIN unlocking. Some operators will lock the SIM to a particular device, particularly
where a subscriber is bound to a long-term service agreement with the MNO, while
others will allow different SIM cards to be used with a same device, for example where a
user seeks to draw services from multiple network operators, for example, in different
geographic regions. Recent devices also allow for multiple SIM cards to be used with a
same device, for example in selecting which operator to use for which service, or in

operating different contact telephony numbers for different regions, for example.

[0006] In practice, a new subscriber can purchase a new device from a network
operator retail that may at times provide such devices at a discounted rate in exchange for
a long-term subscription commitment from the new subscriber. Subscription packages
will generally include allocated time or minutes for local, national and/or international
telephone voice calls sent and/or received in association with a phone number registered
with the new device’s SIM card. This allocated time will often be segregated into
different timeslots such as weekday daytime minutes, evenings and weekend minutes, or
again providing unlimited telephone voice services during certain off-peak periods or for
a selected subset of predefined contact numbers. Subscriber packages may also include a
SMS and/or MMS, 1i.e. texting component (e.g. number of included outbound and/or
inbound simple/multimedia messages per month), and a data package generally
identifying an included data transfer allotment expressed in megabytes/gigabytes
(MB/GB) for the user’s device. Applicable surcharge rates for overages in local and/or
long distance telephone voice minutes, text-based messages and/or data usage are also
generally explicitly defined, as can be additional roaming charges applicable when the

registered user operates its device outside the operator’s home network.

[0007] The purchased device will come pre-loaded with an operator-specific SIM
card that is configured on the spot to uniquely identify the subscriber, the services
accessible thereto via the operator’s home network (and other networks via roaming
agreements established between the local operator and operators of such other networks),
and in some configurations, lock the SIM card, and thus the user, to this particular device

and network operator. Alternatively, a user may purchase an operator-specific SIM card
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for use with an existing phone, and have this SIM card uniquely configured and activated
as noted above for user and service specificity. Other service options such as pay-as-you
go, prepaid phones, and the like, operate more or less as noted above, with the user’s
personal identity being intrinsically associated with the device’s SIM card and associated

service restrictions/allocations.

[0008] Given the regulated access to available spectrum in many jurisdictions, often
limited to a restricted subset of operators or the like, competition on mobile services fees
has been constrained and prices generally remain relatively high despite the increased
prevalence of such services and the proliferation of subscribers worldwide. In order to
circumvent some of the more onerous fees associated with telephone voice or text-based
services offered by network operators, some subscribers have taken to alternative
technologies and applications, for instance exchanging voice-telephony communications
for available mobile voice-over-data (e.g. VoIP) applications such as Skype™ or

Facetime™, and exchanging text-based telephony communications for available text-

based data-network applications such as Blackberry Messenger™. Regardless, the
standard operator-subscriber and subscriber-device relationships remain unchanged and
continue to constrain user flexibility and access to more affordable and/or flexible

services.

[0009] This background information is provided to reveal information believed by the
applicant to be of possible relevance. No admission is necessarily intended, nor should be

construed, that any of the preceding information constitutes prior art.
SUMMARY

[0010] The following presents a simplified summary of the general inventive
concept(s) described herein to provide a basic understanding of some aspects of the
invention. This summary is not an extensive overview of the invention. It is not intended
to restrict key or critical elements of the invention or to delineate the scope of the
invention beyond that which is explicitly or implicitly described by the following

description and claims.
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[0011] A need exists for a mobile operator-mediated telephony-over-data system and
implementation, and mobile smartphone-over-data device and computer-implemented
environment therefor, that overcome some of the drawbacks of known systems, or at
least, provides a useful alternative thereto. Some aspects of this disclosure provide
examples of such systems and methods, in accordance with difference embodiments of

the invention.

[0012] In accordance with one embodiment, there is provided a mobile
communication device for use over a mobile communication network, the device
comprising: a graphical user interface; a processor, a mobile transceiver operable to
communicate with the mobile communication network; a computer-readable
authentication medium registered to a designated mobile network operator and
compatible with authentication in the mobile communication network such that said
authentication medium is automatically authenticated in the mobile communication
network as being registered with said designated mobile network operator to gain
restricted mobile data access over the mobile communication network to a designated
mobile data network access point; and a memory with a client application stored therein,
said client application including instructions for implementation by said processor to
access and communicate user identification data via said restricted mobile data access
point for authentication as corresponding to a given subscriber account with said
designated mobile network operator, and thereby authorize the mobile communication
device access to one or more data network services operable via said graphical user
interface through said designated data network access point while tracking data usage

associate therewith via said given subscriber account.

[0013] In accordance with another embodiment, there is provided a system for a
mobile network operator to provide a registered subscriber access to mobile telephony
services over a mobile communication network using distinct mobile communication
devices, the system comprising: one or more servers accessible via a designated mobile
data network access point and executing a user authentication engine; a plurality of
computer-readable authentication media each registered with the mobile network operator

and compatible with authentication in the mobile communication network, wherein each
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of said authentication media, when operatively coupled to a given one of the distinct
mobile communication devices in operation, is automatically authenticated in the mobile
communication network as being registered with the mobile network operator to
authorize said given mobile communication device restricted mobile data access over the
mobile communication network to said one or more servers via said designated mobile
data network access point; an user identification interface with any said given mobile
communication device to access and communicate subscriber identification data over said
restricted mobile data access for authentication by said authentication engine as
corresponding to a registered subscriber account with the mobile network operator, and
thereby authorize any said given mobile communication device, post subscriber
authentication, access to the mobile telephony services while tracking mobile usage

against said registered subscriber account.

[0014] In accordance with another embodiment, there is provided a mobile network
authentication method for authorizing a communication device access to mobile network
services via an available mobile network connection, the method comprising: enabling
authentication of the mobile communication device as being registered to a designated
mobile subscriber network providing the mobile network services to their subscribers;
allowing the mobile communication device restricted access via said available mobile
network connection to a designated data network access point of said designated mobile
subscriber network as a result of said device authentication; executing subscriber
authentication via said designated data network access point as a function of input
subscriber credentials; and authorizing subscriber access to the mobile network services
subject to successful subscriber authentication via said designated data network access

point.

[0015] In accordance with another embodiment, there is provided a mobile subscriber
system comprising: a mobile data network access point; a telephony-over-data server
accessible via said data network access point and operable to intermediate one or more
telephony-over-data functions; a client application executable on a mobile
communication device to interface with said server via said mobile data network access

point to selectively invoke said functions; and a subscriber account database tracking data
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consumption by each said subscriber upon invoking said functions via respective
authenticated executions of said client application, against a respective all-data mobile

subscription account associated with each said subscriber.

[0016] In accordance with another embodiment, there is provided a method for
providing mobile telephony service access to subscribers comprising: funnelling mobile
data communications from respective mobile devices via a dedicated mobile data network
access point to a telephony-over-data server; intermediating the mobile telephony
services for each of said mobile devices over data via said server; and tracking in a
subscriber account database data consumption by each authenticated subscriber upon
invoking said services via said server against a respective all-data mobile subscription

account associated with each said subscriber.

[0017] In accordance with another embodiment, there is provided a mobile subscriber
system comprising: a mobile data network access point; a telephony-over-data server
accessible via said data network access point and operable to provide one or more
telephony-over-data functions; and a client application executable on respective mobile
communication devices to interface with said server via respectively encrypted sessions
so to provide secure telephony-over-data communications through said server via

respective executions of said client application.

[0018] In accordance with another embodiment, there is provided a method for
providing secure mobile telephony communications between subscribers, the method
comprising: establishing respective data network links between a telephony-over-data
server and a mobile data client application executed on respective mobile devices;
authenticating respective subscribers via said mobile application; initiating respectively
encrypted sessions over said respective data network links with said server; and relaying
telephony-over-data communications to and from said respective mobile devices via said
respectively encrypted sessions, thereby providing secure end-to-end telephony-over-data
communications between said subscribers via respective execution of said mobile client

application.
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[0019] In accordance with another embodiment, there is provided a mobile network
communication routing method for an inbound telephony communication, the method
comprising: receiving the inbound communication at a local termination switch; cross-
referencing a destination number associated with the inbound communication with a
register of users of a mobile telephony-over-data environment, and upon confirming
association of said destination number with a given one of said users, rerouting the
inbound telephony communication to a server associated with said mobile telephony-
over-data environment to be accessed therefrom by said given user via an available data

network connection.

[0020] In accordance with another embodiment, there is provided a telephony
termination switch for rerouting an inbound telephony communication, the switch
comprising: an inbound telephony interface receiving identification of a destination
number associated with the inbound telephony communication; a processor executing a
search sequence to cross-reference said destination number with a register of users of a
mobile telephony-over-data environment; wherein, upon confirming association of said
destination number with a given one of said users, said processor automatically
commands rerouting of the inbound telephony communication to a server associated with
said mobile telephony-over-data environment to be accessed therefrom by said given user

via said environment over an available data network connection.

[0021] In accordance with one embodiment, there is provided a mobile telephony
system comprising: a mobile operator access point operable to receive a mobile telephony
communication directed to a registered mobile telephony number associated with a
registered mobile user account; a server communicatively link to said mobile operator
access point and operable to convert said mobile telephony communication into a
telephony-over-data communication; and a thin client application executable on a mobile
communication device to interface with said server in authenticating a registered user of
said thin client application against said registered user account and thereby provide
registered user access, under active operation of said thin client on said mobile
communication device, to said telephony-over-data communication as directed to said

registered mobile telephony number.
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[0022] In accordance with one embodiment, there is provided a mobile telephony
system comprising: a mobile operator access point operable to funnel mobile telephony
communications directed to and from a registered mobile telephony number associated
with a registered mobile user account, a server communicatively link to said mobile
operator access point and operable to convert said mobile telephony communications to
and from corresponding telephony-over-data communications against said registered
mobile user account; and a thin client application executable on a mobile communication
device to interface with said server in authenticating a registered user of said thin client
application against said registered user account in enabling said registered user to partake
in said telephony-over-data communications via said thin client application; wherein data
communications to and from said mobile device are funnelled by default via said mobile
operator access point over a mobile data network; and wherein said thin client application
is operable to confirm a location of said mobile device as being within range of a given
one of multiple participating Wi-Fi network access points and enable said mobile device
to redirect subsequent telephony-over-data communications to and from said mobile
device via said given Wi-Fi network access point while within said range rather than over

said mobile data network.

[0023] Other aspects, features and/or advantages will become more apparent upon
reading of the following non-restrictive description of specific embodiments thereof,

given by way of example only with reference to the accompanying drawings.
BRIEF DESCRIPTION OF THE FIGURES

[0024] Several embodiments of the present disclosure will be provided, by way of

examples only, with reference to the appended drawings, wherein:

[0025] Figure 1 is a network diagram of a voice-over-data intermediation system, in

accordance with one embodiment;

[0026] Figure 2 is a network diagram showing cross-carrier interoperability between
subscribers, and between subscribers and non-subscribers to a virtualized smartphone-

over-data system and environment, in accordance with one embodiment;
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[0027] Figure 3 is a screenshot of a dialer interface rendered on a mobile
communication device as part of a virtualized smartphone-over-data environment

executed thereon, in accordance with one embodiment;

[0028] Figure 4 is a screenshot of a phone history interface rendered on a mobile
communication device as part of the virtualized smartphone-over-data environment of

Figure 3, in accordance with one embodiment;

[0029] Figure 5 is a screenshot of a user contacts interface rendered on a mobile
communication device as part of the virtualized smartphone-over-data environment of

Figure 3, in accordance with one embodiment;

[0030] Figure 6 is a screenshot of a particular contact page of the user contacts
interface of Figure 5 identifying a selected user as also being a secured user of the

virtualized smartphone-over-data environment, in accordance with one embodiment;

[0031] Figure 7 is another screenshot of the dialer interface of Figure 3 during an
ongoing call to the selected secured user identified in Figure 6 and showing a cumulative

data consumption for the ongoing call, in accordance with one embodiment;

[0032] Figure 8 is a screenshot of a contact group interface rendered on a mobile
communication device as part of the virtualized smartphone-over-data environment of
Figure 3 and showing a selected group listing of user contacts and their current

availability, in accordance with one embodiment;

[0033] Figure 9 is a screenshot of a user account interface rendered on a mobile
communication device as part of the virtualized smartphone-over-data environment of
Figure 3 showing a remaining data allocation in the user account, in accordance with one

embodiment;

[0034] Figure 10 is a screenshot of another user account interface rendered on a
mobile communication device as part of the virtualized smartphone-over-data
environment of Figure 3 showing data allocation add-on and transfer options, in

accordance with one embodiment;

10
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[0035] Figure 11 is a table showing different illustrative data allocation packages and
corresponding usage metrics available upon subscription to a mobile network operator
supporting implementation of a virtualized smartphone-over-data service, in accordance

one embodiment;

[0036] Figure 12 is a table showing different illustrative services and features

available to subscribers of the different illustrative data allocation packages of Figure 11;

[0037] Figure 13 is a flow diagram for inbound telephony with rerouting option to a

virtualized smartphone-over-data environment;

[0038] Figure 14 is a network diagram of a mobile subscriber system, in accordance
with one embodiment, that is accessible via a thin client application executable on
distinct devices and useable over different data network connections to access various

smartphone-over-data functions and features;

[0039] Figure 15 is a network diagram of a mobile subscriber system, in accordance
with one embodiment, in which voice-over-data communications can be seamlessly
migrated from one data network to another without ongoing call interruption or re-

initiation;

[0040] Figure 16 is a communication flow diagram between respective
communication devices interfacing with a data network service intermediary and in
which voice-over-data communications can be seamlessly migrated from one data

network to another without ongoing call interruption or re-initiation;

[0041] Figures 17 and 18 are operative flow diagrams between a mobile device client
and a data network service intermediary in which mobile device operating characteristics
can be relayed to the intermediary in providing enhanced data network communication

and subscriber services.

DETAILED DESCRIPTION

11
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[0042] For simplicity, the following will make general reference to mobile operators
and carriers to encompass MNOs, VMNOs and other such types of mobile network

operators/carriers.

[0043] General reference will also be made to mobile communication networks to
encompass different types of networks commonly known as cellular networks or mobile
telephone networks that are generally directly or indirectly managed, operated and/or
leveraged by mobile operators to provide mobile services to end users. Accordingly,
while the description provided herein may focus more specifically on a particular type of
mobile network (e.g. GSM networks), it will be appreciated that the embodiments
described herein may also be implemented over different types of mobile network
architectures, standards and technologies (e.g. CDMA, UMTS, etc.) without departing

from the general scope and nature of the present disclosure.

[0044] Further, the following will make general reference to mobile communication
devices to encompass different devices amenable for interfacing with and communicating
over such mobile communication networks. While these devices may also be amenable
for communicating over other types of wireless communication networks, such as Wi-Fi,
Bluetooth, NFC, etc., such wireless network communications should not be confused
with the mobile network considerations described herein. That being said, and as will be
described in greater detail below, some of the features and functions provided by
embodiments of the virtualized smartphone environment and telecommunication services
described below may also be made available to registered users via other data
connections that may include wireless connections to Wi-Fi networks and the like, and
standard landline Internet connections. Accordingly, Wi-Fi network connections will be
referred to as such to encompass not only standard Wi-Fi network connections but also
similar data networks commonly available via local or regional wireless access points
(WAPs) and the like. Generally, mobile network connections will be differentiated from
fixed or static wireless connections by the general nature of such connections that, while
also available within the context of larger network footprints for instance in an
installation consisting of multiple WAPs sharing a unique SSID, will generally be

accessed by mobile devices confined to such installations for a given period of time, as
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apposed to mobile connections that can be maintained from cell to cell in a widespread

cellular network.

[0045] In general, the illustrative systems and devices described herein allow a
subscriber to a given mobile operator to partake in traditional mobile services using, in
accordance with some embodiments, any mobile communication device operationally
associated with this mobile operator. In some embodiments, the subscriber is provided
access to these services by way of a virtualized telephony environment, generally and
interchangeably referred to as a smartphone-over-IP (SolIP) or smartphone-over-data
(SoD) environment, or an Internet personal communication system (iPCS) client. This
thin client environment is generally supported if not deployed by the mobile operator to
circumvent traditional voice and text-based telephony subscription packages through the
provision of a complete telephony-over-data system that is subject to the same data usage
charges and/or rates applicable in the context of more standard mobile data
communications, such as Internet browsing, email, social networking and the like.
Accordingly, this virtualized configuration may allow the subscriber to take advantage of
significantly lower mobile data network rates, even or particularly when roaming on
another network not directly supported by the subscriber’s home network operator, while
benefiting from various security and confidentiality enhancements not available with

standard mobile telephony.

[0046] In the particular examples provided below, the iPCS system is implemented
centrally by or in association with the network operator. Generally, the system is
interactively implemented with the subscriber’s current (i.e. logged-in) mobile device
upon subscriber authentication, which unlocks a virtualized telephony environment on
this device that interfaces with the network operator’s server-based (i.e. cloud-based)
telephony and other applications over an available mobile data network (i.e. local or
roaming). Using this centralized implementation, the subscriber may further benefit from
increased flexibility in terms of device interchangeability, mobility and personal data

acCCess.
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[0047] For instance, subscribers may gain centralized access to telephony-related data
such as contacts, call history, text-message history, etc., that can be stored centrally in
association with the registered user’s account and made available via the thin client

application.

[0048] This may also promote greater data security by centrally storing all sensitive
data on the network operator’s server(s) such that unauthorized access to a subscriber’s
phone, be it lost or stolen, will leave them less vulnerable to data losses and inappropriate
information gathering and usage. Of course, the subscriber may also appreciate the ability
to use different mobile devices without needing to transfer relevant data (i.e. traditionally
done by transferring a user’s SIM card to a new phone, but only when the old SIM card is

compatible with the new phone).

[0049] Further, as will be described in greater detail below with reference to one
particular embodiment, by centralizing telephony functions over a data network and by
providing access thereto via a subscriber data login authentication process that is
untethered to the physical device in question, the subscriber can access these functions
from any mobile device compatible with this data network. In some embodiments, while
the mobile devices (or SIM card) issued by a given mobile operator may be integrally
associated with the mobile operator, thus facilitating access to the operator’s centralized
telephony-over-data environment, the issued devices and/or SIM cards may remain user-
agnostic in that they need not be specifically and uniquely characterised for association
with a particular subscriber, but rather, a given subscriber may seamlessly operate any of
the devices issued by the operator (or in the context of a SIM card enabled device, any
device configured to operate on a SIM card issued by the operator) to gain authenticated
access to their own telephony services, and that, irrespective of how many other
subscribers may have common use of this device. In other words, while traditional mobile
telephony networks will rely on a particular International Mobile Subscriber Identity
(IMSI) code, which is provisioned directly by the SIM card in GSM, UMTS and LTE
networks, to identify and associate a network access package and privileges to a given
device on their network, the platform considered herein will rather rely on a furnished

username and password, or other verifiable credential, to coordinate mobile access
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privileges. Accordingly, subscriber and usage flexibility is drastically increased relative
to the standard model, and may provide innumerable options in respect of subscriber
package and access customizations (e.g. terms of use, access permissions, restricted usage
periods, restricted application or data access, geographical permissions/restrictions, etc.),
data sharing, device sharing (e.g. within a given organisation, business, or family unit, or

between friends, colleagues, etc.) and the like.

[0050] Further, and as will be expanded on further below when describing one
embodiment of the virtualized SoIP environment, non-subscribers may also gain access
to the virtualized services offered by the iPCS. For instance, a non-subscriber may
nonetheless register with the iPCS and load and execute the SolP environment on their
device to benefit from its various advantages while corresponding through this
environment over an pre-existing native carrier data subscription. Various cross-carrier
implementations and options will be described in greater detail below, particularly in
considering non-subscriber SolP environment users and their interactions with other
subscriber and non-subscriber users, as well as other generally unrelated telephony

contacts.
Mobile Subscriber Network

[0051] With reference now to Figure 1, and in accordance with an embodiment, a
mobile subscriber system, generally referred to using the numeral 100, will now be
described. In the context of Figure 1, a subscriber to a given mobile operator or carrier
operates a mobile communication device 102, such as a mobile phone or tablet, that
generally combines both telephony (e.g. voice/text) and data (e.g. Internet browser, e-
mail, etc.) communication capabilities. Generally, the mobile communication device 102
will include a graphical user interface such as a touchscreen or other interactive screen, a
processor, a memory and a mobile transceiver operable to exchange voice and data with
the mobile communication network. The device 102 may further comprise other wireless
communication transceivers, such as those operable to communicate over a Wi-Fi
network, or again implement various near-field (e.g. NFC) or short-range (e.g. Bluetooth)

communications, as commonly available with most mobile phones or tablets. Other
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device components, such as a GPS receiver, camera, and the like, may also be considered.
As discussed above, different mobile communication standards, architectures and
technologies may be considered in the present context, as should be readily apparent to
the person of ordinary skill in the art, without departing from the general scope and

nature of the present disclosure.

[0052] In this example, the mobile communication device 102 further includes a
removable computer-readable authentication medium 104, such as a SIM card or the like,
in this case issued by and thus registered to the designated mobile network operator.
Generally, the authentication module should be compatible with authentication in the
mobile communication networks that the subscriber wishes to utilise. In this example, the
authentication medium 104 is automatically authenticated upon operating the mobile
device in range of the mobile communication network, be it via a home network base
station 106 of the mobile operator in question, or via a roaming base station 108 and
network operated by a distinct network operator with which the designated mobile
operator has an existing roaming agreement. In any event, the authentication medium will
be authenticated as being registered with the designated mobile network operator and
thus automatically gain mobile access to those services associated with this authentication

medium.

[0053] In standard mobile network systems, as noted above, the subscriber’s identity
would be integrally associated with the mobile device’s SIM card such that, upon
network authentication, the subscriber’s device would automatically gain access to the
various mobile services associated with and by the subscriber’s designated mobile
operator service package. Data services could then be accessed and monitored via the
network operator’s respective data service access points identified by respective access
point names (APN) stored in the mobile device in association with the authentication
medium (e.g. an Internet APN, MMS APN, etc.), whereas mobile telephony services such
as voice and SMS-text could be managed and monitored via standard circuit switched
network management for home and roaming network access. Ultimately, the user’s
identity would be managed, and its account appropriately tracked and billed as a function

of the SIM data extracted from the mobile device.
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[0054] In the example of Figure 1, while the authentication medium 104 is configured
to authenticate registration with the designated mobile network operator, the
authentication medium will generally remain user-agnostic, in that all mobile devices
issued by the same designated mobile operator will be equally identifiable as registered
with this mobile operator without specificity as to the mobile subscriber. Accordingly,
different subscribers may use the same device, and thus the same authentication module,
without sharing a same subscription package with the designated mobile operator.
Likewise, a same subscriber may use different devices 102, and thus different
authentication modules 104, to access a same subscription package with the mobile
operator. This may also expedite the mobile device acquisition process at an operator’s
retail store as the device’s authentication medium need not be pre-authorized and
registered with the subscriber. Rather, a new user may instead seek to open a new account
with the operator upon accessing the operator’s registration page over a regular Internet
connection, and set the identification data to be used for subsequent subscriber

authentication, described below.

[0055] In order to authorize and monitor access to and from specific subscribers, the
designated mobile operator will effectively grant equal initial authorization to mobile
devices operating on their registered authentication module in the form of restricted
mobile data access over the mobile communication network via operator switch 110 to a
designated mobile data network access point identified by a common access point name
112. In the illustrated embodiment, the access point name 112 acts as a mobile data
gateway (i.e. Internet proxy) that funnels all data communications from the mobile device
102 to the operator’s server(s) 114, where an authentication engine (e.g. via RADIUS
application/protocol) will first seek to authenticate the user of the device 102 as a current
subscriber to the mobile operator and thus authorize access to the various data network
services enabled by the subscriber’s account and profile. In one example, a client
application 115 on the mobile device 102 will access subscriber identification data (e.g.
via manual input or via a secure password management application) and forward this data
to the operator’s authentication engine for authentication and authorization. Once
authorized, the MAC address of the mobile subscriber’s current device (i.e. subscriber
can access services via any iPCS or other data-network-ready device as will be discussed

17

1007P-CPE-WO01

178



10

15

20

25

PCT/CA2015/051119

below) will then be authorized by the Internet proxy and the mobile subscriber will gain
access to one or more data network applications accessible through the access point name
and operator server(s) and operable, at least in part, via the user interface of the mobile

device.

[0056] In the illustrative embodiments described below with reference to Figures 3 to
10, the client application 115 consists of a thin client application loaded and executed on
the client device 102 to implement a virtualized smartphone-over-IP (SolP) environment
whereby all accessed functions and features in fact reside and execute on the system’s
server(s) 114, the subscriber interfacing therewith via the virtualized SolIP environment.
Further details as to the virtualization of a SoIP environment, both within the context of
mobile subscribers to the mobile operator system described herein, but also for the
provision of data-telephony services to non-subscribers that nonetheless load and execute

the SolP environment as registered users of the system’s various services.

[0057] Ultimately, each user’s data consumption as an authenticated mobile network
subscriber (e.g. when operating a device authenticated as registered with this network
operator) will be monitored by the operator server(s) for account management, reporting
and billing purposes. Clearly, where the subscriber is using a device under a roaming
agreement with another network operator, roaming charges may also be associated with
the user’s account, which in the illustrated embodiment, is at least partially managed by a
roaming management server 116. However, as will be described in greater detail below,
such roaming charges may be accounted for within the context of the subscriber’s mobile
data allocation, which may in some embodiments, be indiscriminately consumed as a
function of actual data usage irrespective of whether the user is operating the mobile

device over a home network, a local roaming network or a foreign roaming network.

[0058] In the context of Figure 1, once a subscriber has been authenticated by the
operator’s authentication engine, mobile communications other than those directed
through the designated network access point will continue to be prohibited. Accordingly
all mobile data communications must be funnelled through the designated access point

name 112 to act as a gateway for all mobile applications executed by the subscriber.
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These mobile applications may include, but are not limited to, standard data network
applications such as email, Internet browsing and the like, but also a voice-over-data
application (e.g. VolIP) which may include voice processing and signalization, and a text-
over-data application (e.g. SMS to data). Accordingly, the subscribers entire mobile
experience, including both traditional data and telephony-over-data services may be
provided through a single data network link to the operator APN 112, and channelled
based on the application at hand via the operator’s server(s) 114 while being exclusively

exposed to data usage tracking and related accounting.

[0059] As external network communications such as standard mobile telephony will
not be supported by the mobile operator in this system 100, the device 102 and its related
authentication module 104 will become inoperable over available mobile communication
networks without subscriber authentication via the operator’s access point name 112.
This feature thus provides an added advantage that, should a subscriber lose their device
or SIM card, they will be effectively useless to another user without the subscriber’s
identification data (e.g. username and password). Applicable security and confidentiality
features will be discussed in greater detail below, particularly in the context of the SolP
environment noted above that may, in some embodiments, be deployed for
implementation by subscribers and non-subscribers alike. Namely, in the context of a
virtualized SolP environment, not only will the operator-registered device become
communicatively inoperable without proper subscriber authentication, but all data related
to the exchange of communications via the SoIP environment will remain securely stored
on or in association with the system’s server(s) and solely accessible via the virtualized

environment upon being unlocked post subscriber/user-authentication.

[0060] The embodiment of Figure 1 provides further illustrative detail as to
illustrative abstraction layers involved in interfacing the mobile device’s thin client
mobile application 115 and those executed on the operator’s server(s) 114. In particular,
the physical and data link layers (L1-L2) may be implemented via UMTS/HSPA(+) 3G //
LTE 850, 1900, 1700 MHz & AWS 1700/2100 MHz; network layers (L3) may be
implemented over TCP/IP, UDP and/or RTP; whereas upper layers (L4-L7) may be used

for voice-over-data applications and protocols (SIP, RTP) / encrypted text messages /
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encrypted data (e.g. login info), group info., account info, subscriber profiles, file

transfer, data services and internet browsing (proxy).

[0061] In one embodiment, the iPCS combines traditional PSTN/CLEC phone
services (public switch telephone network / competitive local exchange carrier) with the
geographically independent and virtual services of VoIP while leveraging the benefits of
implementing a thin client architecture that uses powerful and sophisticated cloud-based
services to power a user’s telecommunication needs. iPCS therefore integrates relevant
functions into a native mobile service, merging traditional telephony with Internet
telephony in a convenient, competitive and secure package. Using this approach, the
iPCS can assemble an innovative and attractive suite of features and components.
Furthermore, as introduced above, the iPCS environment and services can be made to
execute on effectively any mobile device, and that, irrespective of whether the device is
registered for mobile services provided by the iPCS operator/carrier. That is, any user of
a mobile device, irrespective of its native carrier, can load and execute the virtualized
iPCS/SolP environment on their device and gain access the suite of iPCS services and
advantages while also gaining access to a phone number from a choice of multiple
countries (e.g. 58 countries in this example), making it a truly worldwide communication

service.
Variable Data Network Implementation and Connection Migration

[0062] As introduced above, the registered user may also implement some or all of
the features of the SolP environment over an alternative data network, thereby avoiding
data consumption rates applicable to registered users of the iPCS framework. Namely, the
thin SolIP Client operating on a user’s mobile device may still communicate with SolP
servers irrespective of the data network supporting such communications, thereby
allowing users on different data networks to benefit from the various features and
functions of the SoIP network and infrastructure. Accordingly, a registered SolP mobile
network user may operate the SoIP environment over the system’s mobile data network
and thus consume some of its data consumption allotment when it must, as monitored by

the mobile APN, but may otherwise operate the same functions and features over a home
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or public Wi-Fi network 130 without incurring data plan consumptions. In the context of
a free public Wi-Fi hotspot, such use thus becomes free of charge to the user. Different
examples of available data network connections may include, but are not limited to,
shared, open or secured home or office Wi-Fi network connections, public hotspots (e.g.
coffee shops, restaurants, hotels, airports, conference centers, etc.) and other such
wireless data network providing one or more network access point recognizable by the
user’s mobile device and accessible, freely or upon manual or automatic entry of a
network access code, username and/or password, to exchange data network

communications over the Internet.

[0063] As with a mobile connection, all thin client network communications will be
automatically routed to the operator’s server(s) 114, thus funnelling all data network
communications through these servers and providing ultimate control over, and access to,
the user’s interaction over the data network in providing enhanced services, user controls

and management functions, and the like. Further examples will be provided below.

[0064] To further illustrate this principle, reference is made to Figure 14, which again
illustrates an exemplary network configuration and infrastructure of a particular
embodiment of the iPCS platform. In this example, various communicatively-enabled
devices are illustrated, consisting predominantly of mobile devices 1402 such as mobile
phones, smartphones, tablets and the like, each generally configured to access and
maintain at least one wireless data network connection. In this example, each mobile
device 1402 is configured to have communicative access to a mobile network via an
integrated mobile transceiver, and further access a wireless (e.g. Wi-Fi) or landline data
network. As illustrated in this figure, a desktop or laptop computer 1401 connected to a
data network may also partake in iPCS functionality by operating the iPCS client 1415.
Likewise, a desktop or desktop computer levering a mobile device’s wireless data

network connection may also partake in such functionality.

[0065] In the context of a mobile connection, data traffic is automatically relayed via
any one of a first or second mobile network operator network 1410 (whether the accessed

mobile operator network is a native MNO operating the iPCS platform or a roaming

21

1007P-CPE-WO01

182



10

15

20

25

30

PCT/CA2015/051119

MNO), a Gateway GPRS Support Node 1412, a GPRS Roaming Exchange 1416, and
ultimately to the iPCS Controller(s) or Server(s) 1414 which will direct and funnel all
data network traffic to and from the mobile device 1402 when executed via the mobile
thin client application. Likewise, all data traffic originating from or destined to interface
with the iPCS application on a given mobile device 1402, or desktop implementation
alike, will be channelled via standard data internet channels 1418 to funnel through the
iPCS Controller(s) 1414 as well, thus allowing the user, and the system, to maintain iPCS
functionality irrespective of the originating device or underlying data network
connection. In this respect, the iPCS platform truly acts as a virtualized or cloud-based
telecommunication platform for the purposes of delivering SolP services and
functionality, and beyond. Furthermore, as discussed in greater detail below, all data
communications and exchanges between each respective device 1402/1401 and the iPCS
controller(s) 1414, irrespective of the underlying data network, can be secured/encrypted
(e.g. full SSL HTMLS encryption), as can all downstream communications to any other
iPCS subscriber (1520) by wvirtue of their own respective iPCS thin client
implementations (on any data-network-accessible client device). Otherwise, any
voice/PSTN 1422, text (SMS, MMS) 1424 or other data network communications 1418
can be relayed to and from the subscriber’s mobile device 1402 via the iPCS controller(s)
1414. Likewise, all user-related data (contacts, voicemails, texts, call histories/logs, etc.

are securely stored on and accessible from the iPCS servers 1414.

[0066] Further to providing full SolIP functionality over a free or otherwise cheaper
Wi-Fi network connection, the implementation of a virtualized SolP environment may
further provide additional benefits over standard mobile phone implementations, such as
it relates to the implementation of VolP applications currently available in the market.
For example, in one embodiment, the virtualized SoIP environment may be operated to
initiate, establish and maintain VoIP or other voice-over-data calls with other mobile or
landline devices by establishing the call through the system’s servers 114, such as a
voice-over-data server or the like configured to intermediate calls set from or to a user’s
mobile device over a mobile or fixed data network connection. While a voice data call
can be established between the user’s mobile device and the system servers 114, and that
over a mobile or another available data connection, this call may be relayed over data or
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standard mobile or landline (i.e. PSTN) telephony channels as may be appropriate or
required to establish a voice connection with the call’s other party(ies). As noted above,
where the call is being held over a free Wi-Fi network connection, then the call does not

consume the user’s mobile data plan allotment.

[0067] In one particular example, and with further reference to Figure 15, a voice-
over-data call intermediation setup is illustrated, in accordance with one embodiment, in
which a voice-over-data call established via the system’s server(s) 1514 can be
maintained more or less seamlessly and uninterruptedly as a user’s mobile device 1502
migrates from one data network connection to another, and that, irrespective of the data
network connection type. In the illustrated example of Figure 15, a softphone application
1515 (e.g. a virtualized SoIP environment such as SolP client 115 of Figure 1) initiates a
voice-over-call with a designated voice-over-data server 1514 associated with the
application 1515. For example, a call initiation request can be sent from the mobile
application 1515 identifying a call recipient by way of an appropriate mobile or landline
phone number, voice-over-data user account, or other data network identifier as will be

readily appreciated by the skilled artisan.

[0068] Generally, the call initiation request will result in a call setup sequence
between the mobile application 1515 and server 1514 over an originating data network
connection, and a corresponding sequence between the server 1514 and a recipient device
over an appropriate network connection for the recipient in question (e.g. mobile, landline
and/or wireless data network, PSTN, etc.). Focusing here on interaction between the
authenticated mobile user and client application, and the system server 1514, setup of a
new VolIP call will generally entail a setup sequence via a signaling protocol (e.g. SIP,
H.323, SCCP, etc.) followed by a media (i.e. audio) setup for the call that is generally is
negotiated via SDP (Session Description Protocol) to describe media initialization
parameters. The SDP is used to describe the capacity of each call end point, namely the
codec(s) each end can support and to which IP address and port inbound media is to be
sent to. In this case, the various call parameters for the server 1514 will be more or less
set and static with a predefined IP address being made available to the mobile application

so to direct voice data communications thereto to be subsequently relayed by the server
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1514 to the recipient device over an appropriate communication network. As for the
mobile device, an originating IP address will generally be defined by a mobile or wireless
network connection currently being relied upon by the mobile device to initiate the call.
In the illustrated example of Figure 15, either of a mobile IP address 1540 and a Wi-Fi
mobile address 1542 may be available to the mobile device 1502 to initiate and establish

the call, in this case via the illustrated connection-type indifferent SIP-SDP path 1544,

[0069] Once the call has been initiated and established between the mobile device
1502 and it intended recipient (mobile device 1546 in this example), the server 1514 will
not only act to relay inbound and outbound communications to and from the mobile
device 1502, but also monitor inbound communications to identify any changes in the
mobile device’s data network connection and associated IP address. For example,
traditional VoIP calls generally implemented via RTP over UDP, any intermediating
gateway generally solely allowing for appropriate transcoding and relaying of the voice
data communications to and from the respective call parties. As these standard protocols
do not generally accommodate network connection changes or automated call re-
initializations, when a given user migrates to a different data network connection, any

ongoing call will be terminated and lost.

[0070] In this example, however, the server 1514 actively monitors inbound voice
data communications originating from the mobile device 1502, for example, within the
context of the activated virtualized SoIP account being used in association with the
mobile device’s softphone application 1515. Alternatively, or in addition, data traffic
between the mobile device and server 1514 may be equally monitored within the context
of other network data features and functions operating on the mobile client application, or
again, within the context of a distinct data connection management or quality path (not

shown) established and maintained between the mobile application and server 1514.

[0071] In any event, as all voice-over-data communications originating from the
mobile application 1515 will be directed to the same fixed server IP address, all outbound
voice data communications will be safely directed to the server 1514 irrespective of the

underlying data network connection. Namely, even if the mobile device automatically
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switches between a mobile data connection and an available Wi-Fi data network
connection, the connection to the server 1514 will be operatively maintained and all
outbound data communications adequately relayed. Voice data communications inbound
from the server 1514 to the mobile device 1502 will, however, be lost unless the server
automatically recognizes the data network switch as these inbound communications will
continue to be relayed to the originating data network connection IP address until such

address is appropriately changed.

[0072] Accordingly, the server 1514 is configured to monitor inbound voice data
communications originating from the mobile application 1515, particularly within the
context of the user’s virtualized SolP account and automatically detect inbound voice
data communications originating from a new data network IP address. Upon detecting use
of a new data network IP address (and port), the server 1514 will automatically relay any
subsequent inbound voice data communications to the new IP address (and port), thereby
allowing the ongoing call to be maintained with little to no interruption. As such a
relatively seamless and uninterrupted VoIP call intermediation technique is provided to
maintain an active VoIP call despite possible data network connection changes, and that,

without requiring a renewed SDP negotiation or re-invite.

[0073] To further illustrate this process, a user of mobile device 1502 sends a call
setup request to server 1514 via a Wi-Fi network connection with a SDP indicating that
its audio is available at IP address 192.168.1.1 on port 15555. Server 1514 responds with
its own SDP indicating that its audio is at IP address 172.16.0.1 on port 10111. The call is
established and the mobile device 1502 and server 1514 are connected and exchanging
media via their respective IP addresses and available Wi-Fi network connection. During
the call, the mobile device 1502 switches to Cellular 3G Internet and now has an IP
address of 10.10.0.1. As the server 1514 is initially unaware of this change, it continues
to send audio data to the initial IP address, which is now no longer available.
Concurrently, the mobile device 1502 continues to send its audio data to the server 1514
at the same IP address on the same port, which the server still receives as it has

maintained a fixed IP address and port.
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[0074] In this particular case, however, the server 1514 monitors the incoming media
on its port 10111 and detects that the originating media from the mobile device 1502
changed source IP (it is now coming via a 3G Internet connection with new IP address
10.10.0.1). The server 1514, without receiving a new SDP or Re-Invite, thus starts
sending the media for that call to the new IP address and port to maintain the call with

minimal interruption.

[0075] Figure 16 provides one exemplary data network communication flow within
the context of an end-to-end iPCS voice-over-data call in which each of the call
participants are iPCS subscribers who, during the an ongoing call 1602, each respectively
switch between data networks without dropping the call. In this particular example, each
iPCS implementation 1515 executed on each of mobile devices 1502 and 1546,
respectively, registers its current IP address with the iPCS controller 1514, which doubles
as a logical iPCS Registrar in this example, via respective SIP REGISTER requests 1604,
1606. Each IP address is thus appropriately stored in a location service associated with
the 1IPCS controller 1514. In this example, each iPCS implementation is currently

registered as communicating over a Wi-Fi network or the like.

[0076] At some point, an INVITE 1608 is initiated by the calling device 1502 having
a recipient device identifier associated with the recipient subscriber of device 1546 (e.g.
subscriber phone number, contact name or ID, nickname, etc.) with an SDP identifying
the calling device’s current IP address (192.168.1.1) and available communication port. A
corresponding INVITE is relayed to the recipient device 1546 and iPCS implementation
1515, optionally with calling party details (e.g. call display), and an iPCS controller SDP
identifying an active controller IP address for the call. It will be appreciated that while the
call intermediary server 1514 is illustrated herein as collocated with the logical iPCS
Registrar, the iPCS system may equally be implemented via distinct and distributed
servers located in different locations and thus, operating a distributed communication
path between respective call parties. Accordingly, while single intermediary device is
illustrated in this example as serving each call party within the context of a given call,
multiple servers and/or controllers may equally be distributed over distinct geographical

regions, for example, to support and implement calls between various parties.
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[0077] For simplicity in this example, the call is uniquely intermediated by controller
1514 operating the call from a singular IP address 172.16.0.1 though each call party could
interface with distinct and operatively interlinked server IP addresses to seamlessly relay

voice data between call party devices and iPCS implementations.

[0078] In this example, the called device 1546 responds to the INVITE 1610 with a
RINGING SIP response 1612 along with the called device’s SDP confirming it’s current
IP address. The called party’s RINGING response is translated into a RINGING SIP
Response 1614 from the server 1514 to the calling device 1502, itself identifying the

Server’s available IP address and port.

[0079] Upon call confirmation at each end with the intermediary server(s) 1514, the
call is initiated over RTP, on the one RTP leg 1616 between the calling device IP address
(192.168.1.1) and the server IP address (172.16.0.1), and on the other RTP leg 1618
between this same server IP address and the called party IP address (192.16.1.2).

[0080] At some point during the call, the calling device 1502 automatically switches
to a mobile (e.g. 4G LTE) data network connection located at mobile IP address
10.10.0.1. The SIP Client 1515 on the calling device 1502 will thus dispatch a new SIP
REGISTER Request 1620 to the server 1514, the IP address identified therein being
useable downstream to close the SIP call loop. For example, while the return path in a
standard SIP exchange is generally defined by the VIA header of an SIP packet (e.g. as
originally identified in an earlier INVITE Request 1608 or ACK response in this
example), the iPCS controller 1514 in this example may be otherwise configured to
define the SIP return path address and port by the client address and port identified by the
latest SIP REGISTER request received. Accordingly, while the last-received SIP packet
VIA header may incorrectly identify a previous IP address in this example, leverage of
the SIP client’s immediate dispatch of a new REGISTER request identifying an updated
IP address and port will ensure that future SIP messages sent by the server will be

directed to the currently active client IP address and port.

[0081] The network connection switch will also trigger the server 1514 to
automatically redirect future inbound call data communications to the calling device 1502
27

1007P-CPE-WO01

188



10

15

20

25

PCT/CA2015/051119

to this new mobile IP address, as discussed above. For example, while the server stores
the new data address (and port) responsive to receipt of the SIP REGISTER request 1620,
the server may concurrently observe receipt over RTP of inbound voice data packets from
the calling device iPCS implementation as originating from the new mobile IP address
and responsively redirect inbound RTP voice data packets to the new caller mobile IP
address independently of the new SIP REGISTER Request. In any event, while a few
data packets may be lost in the transition, the established call 1602 may be more or less
seamlessly maintained uninterruptedly without renewed SDP negotiation between the
calling device and server, and particularly without any administrative transactions being
required with the called party device 1546. Effectively, the one RTP leg 1622 is merely
redirected to exchange voice media between the new mobile IP address (10.10.0.1) and
the static server IP address 172.16.0.1). In this particular implementation, SIP handlings
with the calling device may also seamlessly migrate to the new data address by extracting

the new IP address from the new REGISTER Request 1620 for downstream use.

[0082] Similarly, the called party device 1546 may itself migrate to a distinct data
network connection, in this case another Wi-Fi data network associated with IP address
192.16.1.3. A new SIP REGISTER Request 1624 is thus relayed to the intermediary
server 1514 and the new IP address stored in the location service, while allowing the
second RPT leg 1626 to pursue more or less seamlessly between the iPCS controller 1514

and called party device 1546 via the new called party IP address and port.

[0083] Further along, the called party device 1546 will issue a SIP BYE Request
1628 to the server 1514, which will be intermediately relayed as a corresponding BYE
Request 1630 by the server to the calling device 1502 at its new and current mobile IP
address and port, as previously registered via REGISTER Request 1620.

[0084] As will be appreciated by the skilled artisan, the automatic identification and
extraction of SIP, SDP and RTP communication parameters may be invoked in some
embodiments to expedite some processes at the intermediary server 1514, though not
necessarily so as the iPCS server may otherwise intervene to dynamically detect IP

address changes and redirect inbound/outbound communications accordingly, particularly
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within the context of thin client iPCS implementations that more or less maintains an
active link with the iPCS controller irrespective of ongoing voice data or service usages.
Namely, in one embodiment involving the implementation of an ongoing thin client link
to the SoD server(s)/controller(s), most VoIP and other intermediated services will be
implemented to some extend via sub-signaling protocols implemented within the greater
context of an ongoing data link with the SoD intermediaries. Nevertheless, the above
examples illustrates how existing VoIP protocols can be implemented and leverages to
seamlessly migrate ongoing calls via an iPCS intermediary, which may in this example,
double as SIP Registrar and back-to-back user agent (B2BUA) for the establishment and
maintenance of cross-network calls between iPCS subscribers, while also acting as a
gateway and conversion link to non-subscribers over alternative communication networks

(e.g. PSTN, Mobile voice, etc.).

[0085] In light of the above, the user’s mobile device 1502, and SolP application
executed thereon, allows a user to initiate and maintain a voice-over-data call over any
available data connection, and to seamlessly switch from one network and network type
to the other without dropping a call or requiring call re-initialization. Accordingly, given
this configuration, provided voice-over-data calls are directed through and intermediated
by the voice-over-data server(s) or controller(s) 1514, the user’s available mobile
network is effectively extended to include any available Wi-Fi access point and router to
which the user has authorized access, this wireless router effectively becoming a cellular
node in the user’s available network infrastructure. In other words, the voice-over-data
application can be implemented to provide a layer 3 service over any IP-enabled layer 2
infrastructure (e.g. LTE, Wi-Fi, Wi-Max, etc.) that is operatively connected to the
Internet, irrespective of the underlying layer 2 protocols being implemented.
Consequently, the iPCS server 1514 can act as a layer 3 thin client SoD controller
allowing for seamless migration between data network connections, network types and
network service providers so long as the mobile device has authorized access to these

networks.

[0086] In some embodiments, a SolP mobile operator may partner with various

public Wi-F1 hotspot network operators to provide their users free access to SolP services
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and functions. For example, a GPS-enabled mobile device may be configured to track a
position of the device in real-time and, when approaching or entering an area serviced by
a designated public Wi-Fi hotspot network operator, either notify the user accordingly
and invite them to switch to Wi-Fi enablement, or again automatically switch to Wi-Fi
enablement, thereby effectively providing free SolP services to the user while operating
over such a designated public Wi-Fi hotspot network. To do so, the SolP service provider
need only cross-reference the location of each given SolP thin client implementation with
a list of participating Wi-Fi hotspot access point locations, and provide automatic
network access at such hotspot locations upon such given thin client implementation
approaching a given hotspot location. In one example, authentication for access to the
given hotspot network may be automatically implemented or facilitated by the SolIP thin
client. Alternatively, appropriate authentication credentials may be passed along to the
user via the thin client implementation for manual processing. Upon detecting a departure
from the hotspot location or area, the SoIP thin client may automatically switch back to

the mobile data network and resume data consumption tracking.

[0087] The following provides various illustrative functions and features rendered
available and accessible upon implementing an exemplary embodiment of the mobile
operator system, mobile communication device and virtualized smartphone-over-data
(SolIP) environment(s)/system/server(s) described above, generically and interchangeably

referred to herein as an internet personal communication system (iPCS).
Enhanced Mobile Operator Services and Quality Metrics

[0088] As noted above and further described below, the iPCS platform in one
embodiment executes a thin client application on all subscriber devices in providing
user’s virtualized access to the SoIP functions and features supported by the iPCS
server(s), network(s) and/or controllers. In executing a virtualized smartphone client on
each user device to secure user access to the system’s various communication functions
and features, the mobile operator in exchange gains further access to the user’s mobile
device and its operational characteristics and parameters. Namely, as all communicative

functions are funneled through the iPCS servers, these servers can discretely access
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operational and performance data from the device in the background, access heretofore
unavailable to mobile operators in general. This access empowers the mobile operator’s
system operations to conduct further actions on the user’s behalf without user input of
otherwise remotely unavailable mobile device operational characteristics and parameters,
as well as continuously monitor mobile service performance from the perspective of the
user, as opposed to solely from the perspective of the mobile device’s connection to the

network.

[0089] For example, in one embodiment, the thin client application may be
configured to automatically or responsively direct all necessary mobile device
information to the system server(s) to unlock the device and thereby allow the user to
migrate the phone’s activation to their mobile operator of choice, namely the iPCS
mobile operator. For example, as introduced above and as schematically illustrated in
Figure 17, a user wishing to switch mobile operator will generally acquire a user-agnostic
iPCS SIM card to gain direct access to iPCS all-data network services, and prices and/or
MBS$-mediated exchanges. To do so, the user must first unlock their mobile device,
which can require a lengthy call with their current service provider or again a visit to a
storefront mobile device unlocking service. Given the virtualized thin client application
setup described herein, however, the thin client application, referred to herein by the
numeral 1702, may rather operate on the user’s mobile device to gather all relevant
information required to unlock the phone, and direct that information to the iPCS

server(s) 1704 for processing.

[0090] Namely, an iPCS thin client installer 1704 may be downloaded or otherwise
accessed by the mobile (or other network-ready) device and installed 1706 on the device.
Upon first execution post installation, or again within the context of installation, the thin
client application may automatically extract all relevant data (1706) required to unlock
the device from its current mobile operator. Clearly, a new device previously untethered
to an existing mobile operator (e.g. unlocked phone) may skip this process. In one
example, the client application 1702 is configured to automatically identify and extract
the make, model, IMEI (International Mobile Station Equipment Identity) and current

mobile operator from the user’s mobile device (e.g. smartphone, cellphone, tablet, etc.)
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and relay this information to the server 1704 to be used compiling an appropriate unlock
code (1708). The person of ordinary skill in the art will understand the steps required in
compiling such code, which may be done automatically where direct communicative
access is available to the current mobile operator, for example, or with the assistance of a
service operator that can operatively compile or otherwise access an appropriate unlock

code offline.

[0091] In any event, once this information has been processed, an unlock code can be
returned to the user’s mobile device (1710), for example via text messaging, email or the
like, with instructions 1712 as to how to enter that code and ultimately unlock the phone.
At that point, the user can replace the existing SIM card with the new user-agnostic iPCS
card (1714) and proceed to complete mobile service migration to the iPCS network and

platform 1716.

[0092] Other information available to the iPCS thin client operating on a user’s phone
may include, but is not limited to, the brand, make, model and year of the mobile device,
the operating system and version, the location (GPS), the name of a Wi-Fi router
currently being used or available near the mobile device, etc., all of which can be pushed
to the iPCS servers for processing. This information can also be used to direct targeted
advertising or promotions to the user via their mobile device, or provide further technical

support, for example.

[0093] In one embodiment, the thin client application may also participate in the
provision of real-time call quality monitoring, both as a means to monitor call quality
coverage by location, but also to relay call quality metrics to its users in locally assessing
whether perceived call quality lapses are a result of their own reception. For example, the
iPCS application may include a call quality button or icon that can be selected to view a
call quality metric that is actually representative of the call rather than merely of the

current signal strength to the nearest tower, for example.

[0094] For example, current device implementations provide a signal strength
indicator, which effectively reflects the strength of the signal received at the mobile

device. In general terms, the closer the mobile device is to the transmitting tower, and the
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less interference this signal is exposed to before reaching the mobile device, the stronger
the signal, and vice versa. However, even high signal strength signals can be plagued by

bad call quality, and vice versa.

[0095] Following from the above example, since the thin client application can
monitor various cellular reception quality parameters and push this data to the mobile
operator server(s), and vice-versa, both the mobile device and the mobile operator can
effectively measure a more accurate call quality metric to be associated with an ongoing
call. For example, in addition to measured signal strength 1802, the mobile client 1702
can also monitor data packet-related metrics 1804 such as variable receipt rates (and
jitter), missed packets, latency (e.g. round trip latency via SIP Ping Request), and the like,
and report this data back to the mobile operator server(s) 1704 via the thin client
application 1702, much as the server(s) can monitor inbound packet-related metrics 1806
such as variable receipt rates (jitter), packet loss, latency, and the like received from each
mobile device. Performing call quality diagnostics based on sent and received packet
rates and missed packets can result in far more illustrative call quality metrics to the user
and the mobile operator, irrespective of measured signal strength. Accordingly, the iPCS
server(s) 1704 may be configured to combine subscriber-specific client packet-related
quality measurements 1804, subscriber-specific server packet-related quality
measurements 1806 and optionally a measured signal strength 1802 at the client device to

compute a connection quality metric 1808 or the like.

[0096] In one embodiment, a call quality scale or display 1810 can be invoked on the
thin client application 1702 to report a measured call quality during an ongoing call, for
example reporting on a scale of 0 to 10. If a user experiences poor call quality at a
particular location despite high signal strength 1802, then this user may move or readjust
their position until the call quality metric increases in their favor. Likewise, the mobile
operator may log call quality metrics in real-time for each user so to track and map 1814
(using precise mobile device GPS 1812) call quality hotspots and dead zones on a much
finer scale (e.g. within 100m) than previously possible (kilometer range). These logs
1816 can also assist tech support staff pinpoint the source of a user’s call quality concerns

by comparing various parameters such as call quality, signal strength, network connection
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and type, user device characteristics such as brand, model, year, operating system, etc.,

and the like.

[0097] Likewise, a user experiencing poor call quality may in fact observe that the
call deterioration is occurring at the other end of the call, in that reported packet-level

quality metrics are actually fine at their end, but likely disrupted at the other end.

[0098] In this context, some embodiments may thus provide a universal monitor for
real-time data voice quality, which can benefit the user for direct access, but also as part
of customer service logs 1816 that track the start and end time of each call, as well as the
call quality 1808 over time which may be affected by switching data networks or network

service providers during the call, as described above.

[0099] As an example of an applicable mobile operator quality control measure
rendered available by the thin client implementation 1702 is the implementation of an
adaptive jitter buffer based on real-time latency and packet rate and loss monitoring. For
example, traditional systems may be configured with a fixed jitter buffer preset at a given
value (e.g. 300ms) to promote high call quality by minimizing call delay and packet
losses. In some systems, a jitter buffer may be set based on a perceived call or connection
quality measured at the onset of a call, for example, where call quality and delay is offset

by an appropriate buffer given an initial connection quality assessment.

[00100] Using the real-time monitoring features of the present disclosure, however,
fluctuations in packet rates can be automatically detected and responded to by adjusting
the jitter buffer on the fly at the mobile device accordingly. For example, various
connection-related parameters 1804, 1806 can be measured by the client 1702 and the
server 1704, respectively, and used to compute an appropriate jitter buffer 1816. This
computed jitter buffer 1816 is then synchronized (1818) by the sever 1704 with the client
device via the thin client application 1702 to update its native jitter buffer (1820). In
doing so, the jitter buffer is adaptively set based on both client and server end
measurements, and updated dynamically every few seconds or so (e.g. every 5 seconds).
As a data connection is continuously maintained between the client application 1702 and

server 1704 (e.g. via a distinct or dedicated connection quality management data path or
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the like), client side and server side data and measurements can be cyclically combined to
produce an end-to-end connection quality assessment. Accordingly, as a user moves
closer to a given mobile service tower, latency is reduced and the buffer correspondingly
adjusted to reduce delay across the call while maintaining packet sequence. Likewise, as
the user moves away from the tower, latency may increase and jitter corresponding

affected, thus resulting in an adaptive increase in the set jitter buffer value.

[00101] As a further example of enhanced mobile operator services rendered possible
through such centralized packet delivery monitoring, a call quality monitoring service
may be invoked so to actively and automatically monitor a computed call quality metric
1808 for the purposes of automatically identifying poor call quality connections and
responding accordingly. For example, in one embodiment, identification of a poor call
quality (e.g. where a call quality metric is below a designated threshold) may result in the
implementation of quality improvement routine 1824 whereby the server 1704 may
automatically investigate whether any other data networks may be available to the user in
attempting to improve a quality of an ongoing call. For example, the client application
1702 may routinely push notification of available networks 1822 in their area (e.g.
available public or private Wi-Fi networks when actively operating over a mobile data
network, or vice-versa). Upon identifying an opportunity to improve the connection (e.g.
switch to another data network or communication port, etc.), the server 1704 may
automatically prompt 1826 both call parties to identify an observed connection quality
concern and put the call on hold 1828 until the issue is resolved. The server 1704 may
seek to identify a fix to the call quality concern and execute the fix to improve the

connection 1830 with the mobile client before resuming the call (1832).

[00102] Accordingly, in the event that a call quality metric dips below a preset
threshold, an automated prompt may be invoked to report the poor call quality to each
call party. In one embodiment, this prompt may announce a temporary disruption of the
call without dropping the call, but avoiding unnecessary attempts by the parties to assess
whether the call remains in effect. For instance, a prompt message may instruct each
party to “hold the line as the network seeks to address detected connection problems.”

Upon detecting an improvement in packet delivery, migrating one leg of the call to a new
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data network connection, channel or port, or implementing other available call quality
control measures, the call can be re-established automatically with a reasonable

expectation of call quality.

[00103] This feature may be particularly helpful in the context of network switches,
whereby voice data may be temporarily affected as the mobile device switches from one
network to another. In the case of an on-call switch from 4G/3G to Wi-Fi, the transition
may be relatively fast will little impact on call quality. On the other hand, a user
migrating from Wi-Fi to 4G may experience a temporary lapse in call quality as the
mobile device slowly fades out of Wi-Fi range before automatically switching to 4G. In
such circumstances, an automated prompt may be invoked at the server to highlight the
degradation of call quality and effectively put both parties on hold until the call quality

metric is sufficiently improved.

[00104] Likewise, where poor call quality is detected, the server may automatically
consider other data networks accessible to the mobile device and, as appropriate, incite
the establishment of a new data network connection and migration of the ongoing call to
this new network connection in improving call quality. For example, a user conducting a
call over a Wi-Fi network connection may progressively induce a drop in call quality as
they move away from the current wireless access point. The server can detect this drop in
quality and automatically invoke a switch to an available mobile network connection, or
another available Wi-Fi network connection, so to improve call quality, and that, without

user intervention of requiring re-establishment of the call.
SolIP System Security and Confidentiality

[00105] As noted above, all relevant iPCS functionality can be configured to reside on
the “Cloud”, thus turning the Internet enabled device into an access point and control for
cloud-based functions, while optionally storing all relevant user data on the cloud
independently of the physical device used to access the services. For instance, the only
communication device requirement may be that it store and execute an IPCS thin client
application to access these cloud-based functionalities. Accordingly, a same subscriber

can use multiple devices via a common IPCS subscription to access and/or move all IPCS
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services from device to device at their choosing by logging out of one device and in to
another. Users can log in via the thin client application and have immediate access to all
enabled functions including voice, data, telecommunications management, text, browsing
and group functions, for example, which enabled functions remain active only so long as
the user remains logged into his IPCS account. Likewise, functionality can be added,
modified or updated on the Cloud at any time meaning that users do not have to update

their device software to benefit from these changes.

[00106] Accordingly, the IPCS can provide universal access via a single point of
contact, thus providing subscribers with universal access regardless of location or service
provider through their IPCS phone number or through their email which is registered on
the IPCS system. Therefore an IPCS subscriber can be called or texted anywhere in the
world via a single point of contact that is integrated into the service and requires no

additional software and login.

[00107] Amongst others, this can provide the added benefit of receiving immediate
notification of missed calls upon logging back into the iPCS environment, irrespective of
the device used to log back in. This is unlike traditional mobile operator systems where a
mobile device must be turned on and within a service area to receive such call log
information. Likewise, missed text messages will be queued in the iPCS server(s) and
notification thereof received by the user immediately upon logging back into the system
without delay (i.e. the user will gain immediate remote visualization access to the text

message stored on the cloud-based text server).

[00108] Furthermore, in the event that a device is lost, there will be no need to
remotely “erase phone data”. If the user is logged off the mobile device when it is lost,
then there is effectively nothing to erase in respect of phone data usage, history, contacts,
etc. Where a user loses their mobile device while still logged into the iPCS environment,

then one can simply log out remotely and thus block any further access to user data.

[00109] While the mobile device is effectively reduced to an access point to iPCS data,
the subscriber may nonetheless chose to downloaded this data at any time to their current

mobile device. This may include, but is not limited to, subscriber contacts, call listings,
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text messages, multimedia messages (including any embedded multimedia content),
schedules, notes, etc. On the other hand, if IPCS data is not downloaded to the mobile
device, upon logging out of the system, there will be no iPCS data on the mobile device’s
internal memory or SIM card, for example (e.g. contacts, call records, text, browsing
history, email). Subscribers can regain access to all IPCS data stored in association with
their user profile as such data will automatically sync with the mobile device upon
subsequent user login. Therefore users have full access to their data each time they log in

regardless of the device.

[00110] As introduced above, embodiments of the virtualized SolP environment and
services can provide for enhanced security and privacy, both in respect of user data being
securely stored on the iPCS server to limit unintentional access to this data via the user’s
various mobile devices, as noted above, but also in optionally providing secure
communication channels to those users seeking to take advantage of such options.
Accordingly, users of the virtualized SoIP environment, and particularly paying
subscribers to iPCS services can elect to have all functions including voice and text
encrypted, for example, via a 128bit encryption (private) key. Much as the iPCS
environment, the encryption key is not hardware dependent (as in the case of other
technologies such as Blackberry Messenger™ which relies on the device PIN) but is
based, in this example, on the unique username and password of the iPCS user.
Accordingly, the encryption option follows the user from device to device as do the
contacts and other information. As the key is known only to the user’s device when in use
and the iPCS server, transmission and receipt of data to and from the iPCS server is
secure. Likewise, when corresponding with other iPCS users having elected the enhanced
security option, the transmission and receipt of data such as voice and text information
between the iPCS server and such other IPCS user’s devices will be equally secured

through the recipients' respective unique username and password.

[00111] In one embodiment, each user-specific encryption key will be simultaneously
generated by the phone and the server when the passphrase is recognized, whereby an
illustrative algorithm may be employed on the client and server sides of the virtualized

environment to generate a key based on the passphrase for each new session with the
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server. For example, the encryption key may be changed every session using the same
algorithm and combining the passphrase with a date and time associated with each new

session that is synchronized between the server and client.

[00112] Following from the above, and with reference to Figure 2, the system 100 may
thus be further configured to provide enhanced security for communications exchanged
between users of iPCS and its virtualized environment. For example, in one
configuration, the mobile operator may provide access to encrypted voice and text-based
services to users electing to subscribe to such services, possibly in exchange for a higher
subscription fee and included data usage limits given the higher data consumption and
processing requirements for encrypted communications. For example, Figure 2 shows a
number of enhanced security subscribers 120 operating registered SolP-enabled devices
over a home iPCS carrier network 106 or a roaming carrier network 108, either way
ultimately securely corresponding with one another (e.g. by voice-over-data or SMS-
over-data) via respective secure and encrypted connections 122 to the system’s server(s)
114. On the other hand, when corresponding with non-secured contacts 124, such as non-
users (e.g. subscribers to other mobile operator networks 108 or general PSTN 109
subscribers), or in the example provided below, non-subscribers that may nonetheless use
and benefit from the system’s SolP virtualization, while communications between the
secured subscribers 120 and the system’s server(s) 114 may still be secured by
encryption, corresponding communications between the system server(s) 114 and the

devices of these non-secured contacts 124 will not be so secured.

[00113] As will be described in greater detail below with reference to illustrated
examples, in some embodiments, when corresponding with another secured or unsecured
user, a corresponding icon or identifier will appear for visualization by the secured user
as a notice as to the encryption and security status/level associated with correspondence
directed to such secure and unsecure users, respectively. Therefore, when a secured user
120 corresponds with an unsecured recipient 124 (e.g. a non-secured iPCS user or a non-
iPCS user altogether), this secured user 120 may deliberately avoid transmitting sensitive
information that they would otherwise feel secure in sending to another secured iPCS

user. Otherwise, where a given contact includes both secure and non-secure contact
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coordinates, a secure user may elect to only communicate sensitive information to this
given contact via their secure coordinates, and use only their non-secure coordinates for

less sensitive correspondence.

[00114] Again, for added security and privacy, no texts, call logs etc. ever reside on
the mobile device being used via the SolP virtualization environment unless expressly
downloaded thereto by the user. They exist only on the iPCS Cloud. Users can access or
delete texts, call logs and other data at any time through an iPCS Cloud Web interface or
on their virtualized phone environment when logged in. Therefore on logout, the session

ends and there is no data on the phone.
Virtualized SoIP Environment

[00115] Following from the previous examples of Figures 1 and 2, and in accordance
with different embodiments, the mobile communication device 102 will ultimately gain
access, post-subscriber authentication, to an operable virtualized smartphone-over-1P
(SoIP) environment 200, illustratively depicted by the screenshots of Figures 3 to 10.
While the SolP environment 200 may be more commonly deployed to and executed by
SolP carrier subscribers, the SolP environment may also be downloaded and executed by
registered users that subscribe to the mobile services of another native carrier and thus,
are subject to carrier service fees and charges associated with that other native carrier.
Irrespective, such registered users may still take advantage of the SolP environment and
related features/functions and may eventually seek-out subscription to the SoIP carrier

using a registered SolP carrier device.

[00116] For example, in the embodiment of Figure 3, the virtualized environment 200
includes a softphone application 204 emulating one or more mobile telephony functions
over the device’s native data network and cooperatively operating as a thin client on the
mobile device 102 in communication with the system’s SolP server(s) 114. Namely, the
softphone application 204 may be centrally implemented on or in association with the
SolP server(s) 114 and provide some of the various features, functions and advantages

discussed in greater detail below with reference to various exemplary embodiments.
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[00117] Beyond voice-over-data call functions (e.g. accessible via single touch dialler
function button 205), the illustrative embodiments of Figures 3 to 10 provide remote SolP
environment users access to at least one of a centralized voicemail system (e.g. via single
touch button 206), a centralized call/SMS history listing (e.g. via single touch button
208), a centralized phone contact listing function (e.g. via single touch button 210), an
SMS-over-data or instant messaging IM function (e.g. via single touch button 212), a user
group function (e.g. via single touch button 214), a real-time subscriber account
information function (e.g. via single touch button 216) and a general settings access
function (e.g. via single touch button 218). The environment 200 will also generally show
an accessed network identifier 220 (and other connectivity and device operation indicia)
identifying the mobile network currently being accessed (e.g. either the subscriber’s
home mobile operator network or a roaming network accessible by subscribers of the
home mobile operator through a pre-established cross-network roaming agreement, and
that, irrespective of whether the environment is being executed on a SoIP carrier device
or not), and a registered user authentication indicia 222 identifying that the user has been
successfully authenticated with the SolP server(s) 114 as a registered user of the SolP

environment 200.

[00118] The SolP environment 200 also includes, as part of the dialler interface 204, a
single touch SolP environment login/logout button 224, for example allowing users to
quickly log-off the SolP environment and consequently shut-down access to any and all
user information on that particular device, which user information will nonetheless
remain safely stored on the SolP server(s) 114 and associated databases and accessible
therefrom upon subsequent user login via the same or another SolP-enabled device. To
login, in one embodiment, the user may be directed to a login screen or interface upon
launching the SoIP environment, where username and password may be manually entered
by the user or automatically unlocked and dispatched via one or more security measures
(e.g. biometric or other access security applications). Alternatively, the user may be
automatically directed to the softphone interface 204 upon launching the SolP interface

200, and access a user registration function via the single touch login/logout button 224.
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[00119] Within this context, while not explicitly illustrated, a same user may readily
operate more than one SolP account with a same device, or even multiple profiles linked
with a same SolP account. For example a user could toggle between accounts using a
same device, or again gain access to multiple user profiles from a same account interface.
For instance, a user may secure both a business phone number and a personal phone
number; actively execute, track, store and log correspondence using each number with
respective and potentially overlapping contacts; and manage various user account
preferences and features for each profile phone number, which may include user groups,
contacts, SMS, call back and auto-reply functions, and the like, all from the same device
and SolP interface. As will be described in further detail below, this user may also
allocate different data allotments to each phone number or profile, or again share a same
allotment between profiles, which may extend such sharing functionality between
grouped users such as within the context of a family or business-wide account, for

example.

[00120] With particular reference to Figure 4, and in accordance with one embodiment
contemplating a single user profile for the sake of simplicity, upon the user successfully
logging-in to the SolIP environment, the user may gain access via history button 208 to a
cloud-based softphone usage history 226 of all inbound calls received and outbound calls
placed via the SolP environment 200. Unlike a standard smartphone, the call history will
remain stored on the system server(s) 114 and can be accessed and managed (e.g. delete
entries via trash button 228) via the SolP environment 200 irrespective of which device is
used to gain registered access the SolP environment 200 and its call history list 226.
Furthermore, as the phone log and history is centrally funnelled through, stored on and
managed by the SolP server(s), missed inbound calls and/or SMS messages, as well as
recorded voicemail, can be tracked and logged irrespective of whether the user’s mobile
device is powered, and irrespective of whether the user is currently logged into their SoIP
environment and account. Accordingly, unlike traditional mobile telephony
configurations where a missed call to a recipient whose mobile device is currently
deactivated will go unreported to the recipient, the system architecture(s) and
implementation(s) considered herein in accordance with different embodiments allow for
all inbound calls, messages (SMS) and voicemail destined for a given SolP account user
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to be tracked and logged even when the recipient’s SolIP client or device is not currently
activated, to be accessed at a later time upon the recipient user logging into their account.
Furthermore, as the SoIP servers and functions may be readily accessible via different
data network connections including, but not limited to, mobile data network connections,
Wi-Fi network connections and/or landline network connections, the SoIP user can
centrally access missed calls, messages and voicemails upon reactivating their device and
account over any data network connection, and in fact, using any network-connectable

device operating the SolP client.

[00121] To illustrate this functionality, the following example is provided for an
international traveller who needs international access to their business contacts and
correspondence. Using traditional technology, this traveller would carry a smartphone
that is generally activated on a home national network and optionally supported by this
national network’s partner networks and the like when the traveller travels close to home,
often paying a premium for broader network access and support, and often suffering from
reduced bandwidth and connectivity when operating on partner networks. When this
traveller boards a plane, all mobile connectivity is turned off, and missed calls, messages
(SMS), etc. that would traditionally be logged on the user’s mobile device, go
permanently unreported. When the traveller lands, he can access data communications (e-
mails stored on an e-mail server, etc.) upon finding a local Wi-Fi hotspot, for example, or
upon paying a premium for foreign data network access, particularly if he did not pre-
arrange for a travelling data package, but the traveller will not have any access to missed
calls, SMS and the like. Generally, international travellers will turn off their data network
connection abroad, and minimize mobile telephony traffic to avoid hefty international

voice and SMS roaming charges.

[00122] In comparison, using the systems and configurations described herein, the
SolP client user will again deactivate mobile network connectivity upon boarding the
plane. Irrespective, the SolP server(s) will continue to log inbound calls and stored
inbound SMS and voicemails against the user’s SolP account. Upon reaching his
destination, the SolP traveller can simply reactivate his SolP account over an available

data network to retrieve all missed telephony correspondence from the server(s). Where a
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free Wi-Fi hotspot is readily available, the user retrieves this information at no cost.
Alternatively, the user may take advantage of the SolP network operator’s international
roaming agreements to track SolP data usage in accordance with applicable roaming data
usage metrics supplied by the mobile operator. Again, no telephony roaming charges
need apply irrespective of where the user operates their SolIP client to retrieve missed
correspondence and/or execute new correspondence. Further details on foreign roaming

data allocation consumption rates will be discussed below.

[00123] Following from the above, and given the centralized cloud-based data-over-1P
telephony system architecture considered herein, further benefits and features can be
enabled in respect of user’s mobile telephony application that were heretofore impossible
over existing mobile telephony infrastructure. For instance, not only can SMS messages
directed to an offline recipient be stored and later accessed by this recipient when later
logging back into their accounts via any live mobile device, such user can also set up an
auto-reply function to return an automated SMS message indicating their offline status,
but also possibly identify how or when the recipient may otherwise be reached and/or
alternative correspondence channels or recipients that can be invoked during the intended
recipient’s offline status. In yet another example, auto-reply rules may be set based on an
incoming number or contact so to not only invoke an auto-reply rule when offline, but to

customize such auto-replies based on various parameters such as contact number.

[00124] As introduced above, a user operating distinct user profiles from a same
device but with different SoIP credentials, for example, may thus invoke different auto-
reply functions based on each profile, i.e. responsive to SMS/phone calls directed to
different profile-supported phone numbers. For example, a user may manage both a
personal account and business account, each one pre-set to send different auto-reply
messages when the user is offline. For instance, the user’s business-oriented auto-reply
message may identify when the user can be reached, and provide alternative business
contact details should immediate attention be required and available via one of the user’s
colleagues or partners. On the other hand, a more casual auto-reply message may be

dispatched in respect of the user’s personal profile.
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[00125] Similarly, the user may toggle between accounts, for example predominantly
operating a business account during work hours, and a personal account afterhours,
whereby auto-reply messages may be set accordingly to trigger “out of office” or “after
business hours” messages to clients, partners and colleagues corresponding via a user’s

business number, while actively responding to personal contacts via the personal number.

[00126] With particular reference to Figure 5, and in accordance with one
embodiment, upon the user successfully logging-in to the SoIP environment 200, the user
may gain access via contacts button 210 to a searchable/scrollable cloud-based All
Contacts directory 230, which may include not only entries for contacts that are also users
of the SolP service, but also general contact entries either imported manually or
automatically via an associated contacts import function (e.g. an associated SolP user
Web portal function, a device-specific contact transfer function, and automated social-
media or mail client contact transfer function, etc.). The cloud-based and maintained
contact directory 230, much like the call history log of Figure 2, will remain stored on the
system server(s) 114 and can be accessed and managed via the SolP environment 200
irrespective of which device is used to gain registered access to the SolP environment
200 and its contacts directory 226. In this example, the All Contacts interface 230 also

provides access to contact Groups via button 231, discussed in greater detail below.

[00127] While logged into the environment 200, the registered user may select a given
contact entry, such as by tapping a given entry 232, and gain access to a detailed contact
entry 234, shown illustratively on Figure 6. The user can then select to place a SolP call
directly via the selected contact’s mobile phone listing 236, which call will be directed to
the called party, first over IP via the SolP network, and then, depending on whether the
contact number in question is assigned to the SolP carrier or to another carrier, and in the
latter case, whether this contact number is nonetheless associated with an SolP user, over
an packet or circuit switched network to the recipient. The SolP user may also use this
interface to automatically select and send an IM/SMS message to the contact, this
message being routed, as in the context of a voice call, depending on similar recipient
number associations. Traffic routing to and from the SolP environment will be discussed

in greater detail below with reference to Figure 13, which particularly relates to inbound
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call/SMS management and routing options in the context of the herein described SolP

environment and supporting native network architecture.

[00128] In the particular example, the selected contact is also a registered SolP user,
and thus, can systematically partake in VoIP calls via the SolP network, and that,
irrespective of the device on which this contact is logged into for SolP services,
irrespective of which native network carrier he subscribes to for mobile data network
coverage, and irrespective of which mobile data carrier he is currently actively connected
to, if not in fact connected through another data connection such as Wi-Fi or broadband
Internet, for example. As noted with reference to Figure 2, this contact’s registered SolP
status also allows the registered user in this example, upon subscribing to this feature
with the SolP carrier, to communicate with this particular contact over encrypted sessions
on either side of the SolP server(s) (e.g. via respectively encrypted user-specific sessions
using each user’s respective passphrase and associated session-specific data).
Accordingly, this contact mobile phone entry 236 includes a “secured connection”
symbol 238 confirming the security level available upon accessing the contact with this
number. In fact, the contact entry could include different phone or SMS contact entries
having different applicable security levels. For example, a traditional PSTN home or
office phone number may be listed for a given contact and accessible via the SolP
environment 200, albeit at the expense of an otherwise available encryption security
should the call be otherwise made to the listed contact’s secure mobile SolP number.
Different variations and permutations may also be considered depending on each
registered user’s subscription package (e.g. selectable encryption package upgrade),

available data allotments, etc.

[00129] Furthermore, the SoIP environment 200 may be configured so probe the SolP
server(s) 114 to identify if a selected contact and user of the SoIP service is actively
logged into his SolP environment, and if so, if this contact is also labelled as available. In
the example of Figure 6, the selected contact has not only a secured connection icon 238
displayed against the listed mobile SoIP number, but also a green availability indicia 239
identifying the selected contact as online and available. Otherwise, a red indicia may

indicate that the selected contact is offline, and a yellow indicia indicate that he is busy
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(e.g. on another call, or self-labeled as such so not to be disturbed). In these latter cases,
the system may then be configured to allow the user to nonetheless leave a voicemail to
the selected contact, or again, request that they be notified upon the selected contact
becoming available. Again, these features may be seamlessly integrated within the SolP
environment to provide each SolP user and their SoIP-enabled contacts combined access
to enhanced telephony and data communication features and functions otherwise

unavailable using standard mobile telephony network architectures.

[00130] With reference now to Figure 7, upon placing a call to the selected contact via
the identified secure and available SoIP contact number, the registered user is returned to
a dynamic rendering of the softphone interface 204 to show the selected contact’s details
via ongoing call portion 240, which may also show the secure connection symbol 238
confirming end-to-end call encryption, as well as an ongoing data usage metric 242 for

the call in progress.
Group/Administrative Functions

[00131] The iPCS can provide subscribers and subscriber groups alike with complete
real-time control over accessed functions and features, for example, via a complete suite
of SoIP management tools as well as available filters and permissions related to calling,

texting and browsing, for example.

[00132] For instance, the virtualized SolP environment can provide various features
and functions unique to this environment and specific to the formation of user groups and
group functions. For example, the SolP environment can incorporate functions available
to uniquely defined user groups of specially connected SolP subscribers/users that may
consist of family/friends in the case of residential users, employees in the case of a
company, or other connected individuals (e.g. special interest group, politically affiliated
groups, professional groups, etc.). Within these groups, connectivity relationships can be
customized to make communication easier and more efficient. Where all members of a
particular group subscribe to an enhanced security/encryption service package, intra-

group communications can be securely stored and maintained on the system server(s) 114
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and encrypted on either side thereof between respective registered user SolP

environments, and again, irrespective of the device being used by each user.

[00133] In the context of individual subscribers, a group can be initiated by sending
invitations to people they would like in their group (via the invitee’s phone number or
registered email). Invitees can simply accept or reject the invitation. In the context of
corporate subscribers, customized groups can be established as they wish within their
corporate environment, and optionally managed via an accessible group administrator
portal or account on the SoIP server(s). Other group formation and management functions

and features may also be considered, as will be discussed in greater detail below.

[00134] Once part of a group, users can gain access to a suite of special connectivity
features that can be controlled by the individuals (in the case of residential services) or by
a telecom manager in the case of an organization, for example. Since these groups are
formed around cloud-based applications, the suite of services can be expanded at any
time based on market requirements or trends. Examples of group functions may include,

but are not limited to:

[00135] Paging: a function that can be enabled for each member of a group whereby a
message (e.g. up to 30 seconds) can be sent to an individual or multiple people within the

group and automatically broadcast on the recipient speaker.

[00136] Push-to-talk: a function that can allow grouped SolP-enabled devices to
operate essentially as walkie-talkies but with enhanced functionality. Under push-to-talk,
an iPCS sender can broadcast a message to specific individuals, or groups of individuals,
which message broadcasts on a respective recipient device’s speaker. Recipients can
respond from their device in the same push-to-talk fashion. All recipients are able to hear
the response. This is ideal for situations such as dispatch where multiple respondents and
direct communications are required, for example. Furthermore, Push-to-talk services are
not limited to wireless devices, but may rather work between any SolP-enabled devices,

fixed or mobile.
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[00137] With reference to Figure 8, and following from the example discussed above
in accordance with one embodiment, the registered user may gain access, upon logging
into the SoIP environment 200, to one or more group function interfaces 244, for example
via one touch group button 214 and/or via the All Contacts’ group button 231 (Figure 5).
In this example, the registered user can select a particular contact group of interest (e.g.
Sales group) using a drop down group menu 246, which then dynamically updates a
group contact list portion 248 identifying each user contact belonging to this group.
While such list could include non-SolP user contacts, it is generally contemplated in this
example that all contacts forming part of a given group will also be a registered SolP
user, though not necessarily an SolIP carrier subscriber. Accordingly, upon subscribing to
the enhanced security option, a group of users may form a secured group whereby all
correspondence between this group of users will be encrypted on either side of the SolP

server(s) 114 by respective user-specific and session-specific encryption keys.

[00138] Next to each group contact identifier, an availability indicia 250 is also
provided, in this example showing a green symbol for users that are logged into their
SolP environment and available, a yellow symbol for users that are logged into their SoIP
environment but currently unavailable (e.g. either actively engaged in an SolP
environment exchange or deliberately marked as such to identify that they are currently
too busy to receive a call), and a red symbol for users currently “offline”, that is, not

currently logged to their SoIP environment.

[00139] In this example, the contact group interface 244 provides different direct
correspondence options between group contacts, such as a paging option 252, a push-to-
talk option 254, a 2-way communication option 256 (e.g. VoIP), and a tracking option
258. In the illustrated example, the Push-to-Talk option 252 is selected, and two group
contacts 260 and 262 identified as “available” are dynamically selected to participate in
this exchange. As a result, the microphone and speaker functions on respective group
push-to-talk participants are automatically activated in line with participant actions
(speak, listen) so to enable direct and immediate communications between active
participants. Again, all exchanges will be fully encrypted, and any tracking thereof will

be exclusive stored and maintained on, and later accessible from, a cloud-based
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repository, unless of course otherwise downloaded to a particular device when allowed

under user/group/administrator settings.

[00140] As noted above, the SoIP service may also allow individuals, groups and
administrative users to customize service access permissions and restrictions, and/or
gather informative user access metrics and information, as well as enable and/or manage
various group or inter-user functions such as data allocation sharing and/or exchange;
referral incentive, tracking and compensation; and the like. This may be particularly
attractive to enterprise users in seeking to maintain some control and understanding as to

how enterprise devices are used by their employees/members.

[00141] For example, a user or group manager may invoke certain telecommunications
management tools via an administrative SoIP environment interface and/or via a Web
portal to the system’s server(s) 114, whereby a managing user can oversee and control
device/subscription usage permissions/restrictions and have access to comprehensive real
time usage data. In an organization, devices/subscriptions can be managed as a group or
individually. In some examples, iPCS may incorporate user-driven real-time controls
over all or most functions and features. This may allow users to customize their
telecommunications experience to their specific needs at any given time and to program

the functionalities for unattended control.

[00142] Examples of call management functions accessible to individuals, groups
and/or managers through the iPCS administrative and/or Web interface may include, but
are not limited to:
-- Time of day permissions/restrictions (when calls can be sent / received);,
-- Long distance permissions/restrictions (where calls can be placed),
-Call Filtering (block numbers in or out);
-- Simultaneous ring function controlling which mobile phone will ring when
a specific number is called (e.g. where a same subscription phone number is
shared over multiple devices or between group users that may be concurrently
logged into to SolP system), which can be programmed by day and time of

day, for example. Accordingly, different devices may ring depending on

50

1007P-CPE-WO01

211



PCT/CA2015/051119

whether it is normal or after business hours, or again, in the case of a support
line, a single number can be set to ring on several devices at once (e.g.
multiple active SolP environments);

-- Call Forwarding, whereby a call is automatically forwarded to another
number or numbers, and can again be controlled by day and/or time of day;

-- Cascading Functions, whereby a call can be automatically forwarded to a
defined sequence of numbers if the call is not answered,;

-- Phone Activation/Deactivation, whereby a particular user access to the
SolP environment can be activated or deactivated automatically according to
a preprogrammed schedule (e.g. day and/or time of day), or again remotely;

-- 4 digit access and transfer, whereby SolP-enabled devices within a same
organization regardless of location can be accessed internally by dialing a 4
digit extension, or again transferred using this same 4 digit access; and

-- Do not Disturb, whereby a particular user’s SolP-enabled device may be set
to identify days and/or times of day when a phone will ring or receive other

notifications via their enabled SoIP environment.

[00143] Examples of text-based or multimedia messaging management functions
accessible to individuals (e.g. parents), groups and/or managers through the iPCS
administrative interface and/or Web portal may include, but are not limited to:
-Day and/or time of day texting permissions/restrictions;
-- Content filtering, for example consisting of an intelligent filtering
algorithm which blocks and reports inappropriate messages between
registered users; and

-- Received and read functions.

[00144] Examples of browsing management functions accessible to individuals (e.g.
parents), groups and/or managers through the iPCS administrative interface and/or Web
portal may include, but are not limited to:

- Day and/or time of day browsing permissions/restrictions;

- Content filtering for inappropriate content;
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- Website-specific or application-specific filters to block specific web sites or

platforms (e.g. select social networking sites, YouTube™, etc.)

[00145] Examples of real-time or historical usage management (e.g. statistics)
accessible to individuals (e.g. parents), groups and/or managers through the iPCS
administrative interface and/or Web portal may include, but are not limited to:

- Data usage / Data remaining;

- Call records;

- Text entries;

- Web page history; and

- Current users online.
[00146] Other features and options may also be considered.
Network Subscription Metrics

[00147] As noted above, iPCS allows for the combination of traditional telephony
features and functionality (e.g. voice and text) with traditional mobile data services under
a common mobile data service plan. By using an IP-only approach for all functions and
features, no voice channels are used or needed, thus simplifying usage metrics and native
carrier subscription packages, not to mention reduce applicable fees, particularly when
roaming. For instance, native carrier subscription packages can be set and managed on a
“per megabyte” basis whereby users purchase megabytes (either prepaid, post-paid or
based on certain package amounts), and consumes these megabytes over time at a rate
that will depend on the specific application at hand. Therefore, megabytes become the
“currency” of iPCS, as opposed to traditional methods that also necessarily exchange in
minutes, sent/received text messages, etc. For example, using current iPCS standards, 1
MB of data usage can provide approximately 9 minutes of voice calling, 90 text
messages, or 4 Webpages (bearing in mind that Internet browsing will consume at a
variable rate according to the nature of the content being browsed -- e.g. text vs. graphics
vs. multimedia vs. HD multimedia). By monitoring or estimating subscriber usages, one
may allocate or budget a particular amount of MBs per month and select an appropriate

service package accordingly. Figure 11 provides an example of different iPCS service
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subscription packages that may be offered, and the level of usage that may be afforded to
subscribers on these subscription packages, whereas Figure 12 provides a list of
features/functions available under each subscription package, including that available to
non-native users (e.g. those subscribed to another native carrier but registered to use the
SolP environment). Clearly, other subscription packages, features and/or functions may
be considered in different embodiments without departing from the general scope and

nature of the present disclosure.

[00148] For instance, registered iPCS users operating on another mobile operator’s
network may also benefit from the various advantages of iPCS, but will be subject to the
data plan charges and allocations provided by their native mobile carrier. In one
embodiment, such non-native users may be provided free access to iPCS services, not
only to encourage loyalty transfer to the iPCS mobile operator, but also to enhance
security and versatility options for existing iPCS mobile operator subscribers in providing

them access to a greater pool of iPCS users in their contact list.

[00149] iPCS can also service its subscribers irrespective of the device they are using,
such that any Internet-enabled device with multimedia capability (microphone, speaker,
interactive screen via touch or mouse) can effectively become a virtualized smartphone
upon accessing an authenticated data network connection (e.g. landline (Ethernet),
wireless (Wi-Fi) and/or mobile (cellular)) to the IPCS server. Accordingly, complete
roaming and portability is provided, particularly for users of mobile communication
devices that can access the Internet via the iPCS mobile operator’s data services (or that
of another mobile operator under a separate data plan) via a home or roaming mobile

network, as well as via other wireless services such as Wi-Fi or Ethernet.

[00150] The iPCS also allows for real time subscriber access to a unitary data
consumption measure covering all data usages irrespective of the application (VolIP, text-
over-IP, Internet browsing, email, etc.). In one example, a current data usage and account
balance is made available to the subscriber in real time via the thin client SolP

environment. This may include general information such as overall and/or function-
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specific data consumption, as well as predictive measures for remaining data allotments,

extra data purchase options, and data transfer options to other users, for example.

[00151] With reference to Figure 9, and in accordance with one embodiment following
from previous examples, upon a registered user successfully logging-in to the SolP
environment 200, the user may gain access via account button 216 to a subscriber account
interface 263 and various subscriber-account functions. In the particular example of
Figure 9, the user is first presented with an up-to-date graphical data-usage indicator 264
that shows a current data consumption relative to an overall subscription allocation (e.g.
737MB used and 263MB left out of a total monthly data allocation of 1GB), and further
graphically illustrates a respective colour-coded portion of this consumed data associated
with each of voice 266, data 268 and text services 270, along with a specific number of
minutes 272, Web Pages 274 and Text Messages 276 associated with each consumed
portion. The subscriber can then accurately observe consumption trends and predict
future usage requirements, and adjust the subscription package accordingly, not to
mention appreciate the overall benefits of an all-over-IP subscription package over

traditional mobile telephony packages.

[00152] In accordance with one embodiment, while not explicitly shown in this
example, a data-usage indicator 264 may further display relative data consumption
metrics relevant when the user is roaming abroad, for example, outside their home
country or region, that is outside a general home jurisdiction or network where their
account is predominantly active or originated. For example, in conventional mobile
systems, a user of a North American mobile phone that operates this phone in Europe, for
example, will be subject to international roaming charges that represent significant
increases in per-minute airtime charges, for example. While such user may investigate
applicable international roaming charges before or during travel via the mobile operators
Website, contract or general terms and conditions, the user is generally blind to these
charges until they receive their monthly bill from their home mobile operator. Generally,
the foreign mobile operator will not bill the home mobile operator for the users’ foreign
telephony usage until later (e.g. a few days or even weeks later), which is then converted

into a home operator charge on the user’s mobile phone bill.
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[00153] To follow from the international traveller example provided above, the
traditional smartphone user can either pre-purchase an international mobile telephony
and/or data plan for a given destination (e.g. country by country), or be subject to
international roaming charges (variable country to country) that they may only be fully
made aware of at the end of the month when they receive their mobile phone bill. While
travel packages may be practical in some scenarios, particularly where a traveller will be
travelling or staying within a given area or country for an extended period of time, it
provides little benefit to the corporate traveller who may visit multiple countries in the
same month or even week and would get little benefit to purchasing multiple travel packs
to cover each and every country. Furthermore, the traveller will have no real-time access
to foreign data consumptions until they receive their monthly bill, possibly showing that
they have only used a fraction of the allotted foreign data, the remaining fraction of
which becoming unusable unless the traveller returns to that jurisdiction within a limited

timeframe.

[00154] In comparison, the SolP business traveller can significantly benefit from the
all-data server mediated SolIP data plan available in the present context. First, this user
need not be concerned with prohibitive international mobile telephony roaming charges,
requiring only data roaming to navigate all SolP functions and features. Given pre-
established SoIP mobile network operator data roaming agreements with foreign mobile
network operators, the SoIP mobile operator can provide preset data roaming metrics to
its users, much like current mobile telephony operators can disclose foreign telephony
roaming rates to their clients. However, as all SolP communications are communicated
over data via the SolP mobile operator APN, the SoIP mobile operator gains real-time
access to the SolIP user’s data consumption, and thus, can immediately report on such

consumption via the user’s thin client interface.

[00155] In the context of the illustrative GUI of Figure 9, a SolIP user could still
operate on the basis of a preset monthly data allocation irrespective of whether they are
travelling locally or abroad. Upon travelling abroad, however, as all inbound and
outbound data funnels through the SoIP operator APN, the SolP data servers can

automatically identify a location of the user, and an appropriate data consumption rate
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metric can be automatically published to the user via the GUI of Figure 9 to indicate that
they are consuming data allocation at a higher rate. For example, a Canadian could have a
2:1 data consumption rate applied to their account while travelling in the UK, while
having a 4:1 consumption rate applied while travelling in Spain, for example. Such
conversions and consumptions can be seamlessly applied to the user as they travel, and
reported back to them via the GUI in real-time. The user can then simply chose to
purchase a larger data plan when travelling abroad, or on the fly as they observe their

monthly data allocation drop at a higher pace when travelling in certain jurisdictions.

[00156] In the context of a group administrator portal, a similar display may be
provided for group-wide usage, for example where a group data allotment can be shared
between users of a same enterprise group or the like. Such shared group resources could
also be broken down based on each user’s personal consumption, and respectively broken

down into distinct service usage.

[00157] In the present example, the subscriber interface 263 includes a logout button
278 to log out of the SolP environment on that device, as well as a Transfer MB button
280 leading the subscriber to a data Purchase/Transfer interface 282, shown illustratively

in Figure 10.

[00158] With reference to Figure 10, the data purchase/transfer interface 282 reprises
the graphical data consumption graphic 264 of the previous interface, and adds a real-
time or refreshable current monetary balance in the account 284, and two one-touch
options 286 to add further data credits to the subscription for the month in progress. This
interface also includes a MB transfer function portion 288 that includes a present or
dynamic drag-selectable MB transfer amount function 290 to identify an amount of MB
to be transferred (for example relative to an overall monthly allotment), and a drop-down
menu function 292 allowing selection of a particular data recipient subscriber from a list
of known subscribers (e.g. defined by the user’s membership to a particular user group or
groups of subscribers, such as linked family members, business partners and/or

employees under an enterprise group setting). Once the amount and recipient subscriber
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has been selected, the transferring subscriber may activate the transfer and inject the

transferred data allotment in the recipient’s account.

[00159] Unlike a monetary transfer function, both the transferring subscriber and the
recipient can accurately predict the relevance and impact of the transferred data
allotment, both relative to each subscriber’s current data usage and in respect of an
expressed need for added data access. For example, a subscriber wishing to correspond
with another subscriber may elect to transfer a certain data allotment thereto prior to or
after placing a voice call in order to mitigate an impact this voice call may have on the
called parties subscription package. This may also be relevant where a given subscriber
predicts a substantial data overage for the month in progress and requests a friendly
transfer from someone underusing their subscription package (e.g. from a friend,
colleague or family member that is on vacation and thus making limited use of their

current subscription, for example).

[00160] In one particular embodiment, data allotment transfer functions may be
implemented within the larger context of a mobile data access distribution system and
method, whereby registered or authorized dealers may be enabled to purchase or
otherwise acquire large mobile data access packages at wholesale prices for distribution
or resale for profit. For example, an authorized distributor or reseller, could acquire a
100GB data package at a reduced rate (e.g. 4.5 cents/MB), and sell portions of this
package over time to different system users/subscribers for profit, (e.g. 7.5 cents/MB). By
distributing and decentralizing the sale of data packages via the thin client transfer
function described above, or a variant thereof, the sale of data access privileges may be
more readily distributed than otherwise available via current prepaid mobile service card
options, or the like. Namely, the point-of-sale (POS) for these data allotments then
becomes the reseller’s own mobile device, or in fact, his authenticated virtualized SolP
interface implemented on any suitable mobile device, rather than invoking respective
POS terminals, accounting, access card replenishment, cash handling, and the like. As
will be appreciated by the skilled artisan, as most prepaid mobile phone card transactions
are still committed using cash, this improvement alone of facilitating mobile-to-mobile

data allotment transfers, optionally in exchange for an integrated or verifiable electronic
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payment transaction without the use of cash and/or hardcopy mobile access cards,

circumvents many of the drawbacks of standard mobile payment options.

[00161] In one particular embodiment, the SolP environment is further designed to
accommodate the implementation of an authorized aftermarket platform, whereby an
authorized user can apply and be credited with an aftermarket license to buy and resell
data allotments for profit. In some configurations, resale margins may be dictated by the
originating mobile operator, for example based on jurisdiction, type of aftermarket
reseller (individual vs. commercial establishment), and the like. In other configurations,
the reseller may be provided with the option to chose their own profit margins, for
example based on their own wholesale costs, or again, on various market conditions such

as general availability, market reach, reliability, etc.

[00162] In one exemplary implementation, a reseller could get a request for a data
allotment of a given size, upon confirming availability and payment options (e.g. direct
cash payment, e-transfer, PayPal, etc.), the buyer could confirm the payment transaction
to the reseller who could then in turn execute the data allotment transfer. Defaulting on a
particular sale could have the reseller’s license revoked, for example provide some
security to the buyer. In other configurations, the data allotment and financial transfer
functions may be integrated for co-execution within the context of the thin client

application at both ends, thus providing enhanced security.

[00163] The SolP environment, or related Web portal, may also track such transfers,
both in and out, in managing a form of subscription data exchange network, where one
can actively track data transfers and, for example, suggest account reconciliations
downstream or that a particular recipient increase their monthly allotment to address
repetitive requests for data transfers. This may also be particularly convenient in the
context of a working group or enterprise account to manage and oversee respective data
usages and transfers between employees, colleagues, partners and the like. Likewise,
families or groups of friends may also partake in data allotment sharing and transfers and
track relative consumptions and transfers accordingly. In this case, grouped allocations

may be less likely attributed to a resell model, but rather to a shared economy model or
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bulk purchase savings model whereby MB$ allotments are more readily distributed being

an internetworked group.

[00164] In one embodiment, a referral compensation system may also be put into place
to reward system subscribers upon successfully referring new subscribers to the iPCS
network. For example, a subscriber wishing to promote iPCS subscription to one of its
contacts can input this contact’s mobile phone number to a referral engine that, as a
result, sends a text invitation to this contact with direct option to subscribe to the iPCS
network, which direct option may automatically link the new subscription back to the
referrer. However, as the contact is likely to port their mobile number to the iPCS
network when they subscribe to it, even if this new subscriber does not subscribe in direct
response to the system’s invitation, the referral may nonetheless be tracked to the original
subscriber, who may be compensated accordingly. In one example, for each month of
active subscription by each referred subscriber, the referrer may receive a predefined
bonus data allotment to its account (e.g. 25MB). Other referral techniques and

compensation-based referral incentives may also be considered.

[00165] In yet other embodiments, the monetary aspects associated with the iPCS
platform may be altogether reduced and replaced by an all-data currency (MB$) or the
like, whereby service package purchases, exchanges and usages can all be tracked and

traded using MB$ over money.

[00166] For example, MB$ may become a tradable commodity in that fluctuations in
the value of MB$ may be expressed and absorbed within the underlying economics of the
iPCS platform and whereby MB$ may be traded and exchanged for different potentially

unrelated services based on current market values.

[00167] In one example, an international calling card market may be seamlessly
integrated within the iPCS platform, whereby a user seeking to purchase a particular long
distance card (e.g. based on a preferred call location or perceived call connection quality)
can do so directly from the iPCS platform in exchange for a preset MB$ allotment, which
may correspond to a reduced per-minute MB$ rate then would otherwise be applied

without the card. To do so, users can browse through all the available major calling cards
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in the iPCS interface and simply select and purchase the card of their choice using MB$
and call right away. Since the cards are fully integrated into the iPCS platform, there is no

need to dial access numbers or enter PINs to complete a call.

[00168] Other digital consumables may also, optionally, be acquired using MBS, as
would possibly be available for purchase via the SoD interface, such as video-on-demand
subscriptions and one-time rental fees, online gaming credits, upgrades, pay-per-use

features/functions, etc.

[00169] With iPCS, the concept of pre-paid and post-paid customers and services has
evolved. In one embodiment, customers purchase the MB$ as required. There are no
monthly stops or resets and MB$ live on until consumed. Since MB$ can be purchased in
various ways or transferred from user to user to user through the iPCS interface there are
no longer any necessity to maintain large storefronts. Furthermore, customer service and

support is delivered right through the iPCS interface.

[00170] In one embodiment, subscribers can receive online statements that look like
and read like bank statements which show an opening balance at the beginning of the
month and a closing balance at the end of the month and include all their transactions
such as addition of MBS, transfer of MBS, long distance, purchase of a calling card or

other on demand services, for example.

[00171] In other embodiments, the mobile operators can still invoice their clients and

provide credit, similar to a post-paid service.
Telephony (Re)routing for Virtualized SolP Users

[00172] As noted above, the IPCS can also be used as a mobile phone enhancement for
IPCS users who are also subscribed to another mobile service provider and may be
locked into a long-term service contract or other commitment. Call numbers placed from
an IPCS user from another service provider can be vetted through an iPCS database and,

if the number is an IPCS user and online, the call is completed through IPCS.
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[00173] For example, in one embodiment, the iPCS mobile operator system may be
configured to implement a dipping process whereby a call can be routed through and
terminated by an iPCS switch even when originating from and destined to non-iPCS
subscribers. For instance, in one embodiment, the iPCS system may be configured to
operate or interface with one or more call termination switches generally involved in the
termination of regional, national and/or international calls originating from different
carriers. Accordingly, calls routed through such iPCS-accessible switches can be
rerouted, as appropriate, to a registered iPCS user’s virtualized environment even when
this user is subscribed to another native carrier, thereby taking full advantage of iPCS

services and rate options.

[00174] For example, for inbound calls, where the iPCS system has access to one or
more local call termination switches processing a significant volume of inbound calls
originating from other local or international carriers (e.g. through various interconnection
agreements), the termination number associated with such calls as they come into the
iPCS-accessible switch can be cross checked with a database of IPCS users. If the
terminating number is associated with an IPCS user, the switch can redirect the call for
processing through the iPCS system rather than sending it to the native carrier with whom
the number is registered. As a result, the call is completed via the iPCS data line and
applicable user data usage rates, rather than using up the user’s native carrier telephony

minutes.

[00175] With reference to Figure 13, and in accordance with one embodiment, a flow
diagram for inbound telephony with rerouting option to a destination user’s virtualized
smartphone-over-data (SoIP) environment will now be described in greater detail. In this
example, an inbound call/SMS 1302 is initiated and directed to an originating wired or
wireless service provider 1304. As noted above, the inbound call may be a local or
international call and, in this example, is directed to a phone number associated with a
mobile subscriber to a native mobile carrier that does not support a SoIP environment as
discussed above, but where this subscriber is a registered user to another native carrier’s
SolIP environment (e.g. a SolP carrier). Where the inbound call is routed directly via the

subscriber’s native carrier, the call is carried through over the subscriber’s standard native
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carrier telephony voice/SMS network (e.g. GSM/UMTS/LTE/SMS). However, where the
call/SMS i1s routed via the SolIP carrier’s destination local exchange carrier network 1306
and switch 1308, or one administratively associated therewith, the SolP carrier’s switch
1308 may first dip into an internal SoIP user database to identify if the called number is
associated with an SolP user that is currently logged into their SoIP environment. If so,
the switch 1308 may but need not dip into the mobile carrier subscriber database 1314
(generally available to all CLEC and ILECs, and used via standard SS7 dipping protocol
to compile and provide access to up-to-date mobile subscriber carrier information and the
like for call routing/termination) to identify the subscriber’s native carrier, and rather
automatically reroutes the call/SMS through the SolP Network 1312. It is converted for
transmission over IP and directed to the user’s SolP environment running on the user’s
device 1324 via the subscriber’s native carrier data (IP) network 1316, or again via
another available data connection, if not altogether running on another device. Otherwise,
the switch 1308 dips into the mobile carrier subscriber database 1314 to identify the
subscriber’s native carrier and routes the call/SMS via standard voice/SMS protocols over
the subscriber’s native carrier voice/SMS telephony network 1322 to the user’s device

1324.

[00176] Clearly, where the call/SMS originates from a caller’s SolP environment, the
call/SMS will be automatically channeled through the SolP network and, where the called
party is also a user of the SoIP network, the call/SMS can be appropriately channeled
over an IP network associated with the called number. Of course, all calls directed to a
number registered with the SolP carrier will terminate over IP to the called party’s SolP

environment.

[00177] Likewise, for outbound long distance calls originating from an iPCS customer,
the terminating number can be checked with the iPCS database. If the number
corresponds with that of an iPCS user that is registered with another native carrier, it can
be rerouted through the iPCS interface automatically, resulting in the recipient benefiting
from his non-native iPCS service including cheaper talk time and long distance rates (i.e.

data vs. telephony, etc.).

62

1007P-CPE-WO01

223



10

15

20

25

PCT/CA2015/051119

[00178] Further, this dipping process can also be used when an iPCS customer initiates
a call outside his home country. All calls can be checked with the iPCS user database
and, when the termination number is another iPCS customer, international roaming

charges can be eliminated.

[00179] Naturally, non-native iPCS users also have the option to route long distance
calls through the iPCS environment as opposed to using direct voice telephony over their
native carrier network, thus benefiting from ice’s competitive voice-over-data rates rather
than to pay the higher voice minute rates applied by their native carrier. IPCS Text-over-

data services may also be used to like effect.

[00180] Finally, IPCS users anywhere in the world may be able to take advantage of
the system’s international call resolution. When sending a text or placing a voice call, the
IPCS server resolves the text or call and routes it to the most appropriate local service. As
an example, a Rogers customer in Canada can place a call or text to an MTS subscriber in
South Africa via IPCS, rather than incurring the Rogers long distance charge. The IPSC
call resolution allows it to be treated as a local call or text. This is regardless of from

where the Rogers client is calling.
Emergency and Location-Based Functions

[00181] The IPCS can also make a number of basic and enhanced emergency services
available to its users, which make full use of Smartphone functionality. For example,
Enhanced 911 (or €911) may come as a standard mandatory feature for all iPCS users.
Due to the roaming nature of cell service, 911 calls using €911 are routed to an €911
emergency center, which obtains location information from the caller or in the case of

iPCS, through the phone's GPS capability.

[00182] The iPCS may also be configured to support emergency direct
communications, for example, by having the €911 function automatically activate the
mobile device’s speakerphone to relay a message in the case of an emergency. This can
be used for example, to notify an iPCS user of an emergency situation such as a home

break-in, an elderly parent in distress, etc. Emergency Direct Communication can work in
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tandem with other emergency services such as emergency bracelets, alarm companies,

etc.

[00183] iPCS can also make full use of smartphone GPS functionality and provide
users with a series of safety and convenience features. For example, €911 location
services can be incorporated into the iPCS service to provide location data to the €911
service centre in the event of an emergency. For example, based on the phone's GPS
coordinates, iPCS can resolve the nearest physical address and communicate this
information to the €911 service centre as well as the mobile devices precise latitude and

longitude.

[00184] Other GPS usages may also be contemplated. For example, a set of
Convenience Service Buttons can provide for the user with easy assess to location-based
services searches, such as via single button search access by major category such as food,

gas, shopping and emergency services, for example.

[00185] While the present disclosure describes various exemplary embodiments, the
disclosure is not so limited. To the contrary, the disclosure is intended to cover various
modifications and equivalent arrangements included within the general scope of the

present disclosure.
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CLAIMS

What is claimed is:

1. A mobile communication device for use over a mobile communication network,
the device comprising:

a graphical user interface;

a processor;

a mobile transceiver operable to communicate with the mobile communication
network;

a computer-readable authentication medium registered to a designated mobile
network operator and compatible with authentication in the mobile communication
network such that said authentication medium is automatically authenticated in the
mobile communication network as being registered with said designated mobile network
operator to gain restricted mobile data access over the mobile communication network to
a designated mobile data network access point; and

a memory with a client application stored therein, said client application including
instructions for implementation by said processor to access and communicate user
identification data via said restricted mobile data access point for authentication as
corresponding to a given subscriber account with said designated mobile network
operator, and thereby authorize the mobile communication device access to one or more
data network services operable via said graphical user interface through said designated
data network access point while tracking data usage associate therewith via said given

subscriber account.

2. The mobile communication device of claim 1, wherein said computer-readable
authentication medium is selected from the group consisting of a Subscriber
Identification Module (SIM card), a Universal Subscriber Identity Module (USIM card),
a Removable User Identity Module (R-UIM card) and a Universal Integrated Circuit
Card (UICC).
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3. The mobile communication device of claim 1 or claim 2, wherein said computer-
readable authentication medium 1is configured to prohibit any other mobile
communications over the mobile communication network beyond those directed through

said designated data network access point.

4. The mobile communication device of claim 1 or claim 2, wherein said client
application includes instructions for implementation by said processor to prohibit any
other mobile communications over the mobile communication network beyond those

directed through said designated data network access point.

5. The mobile communication device of any one of claims 1 to 4, wherein, absent
successful user identification data authentication, all mobile communications over the

mobile communication network are prohibited.

6. The mobile communication device of any one of claims 1 to 5, wherein said one
or more data network applications comprise a softphone application emulating one or
more mobile telephony functions over the mobile communication network via said

designated network access point.

7. The mobile communication device of claim 6, wherein said softphone application
is centrally implemented on an application server accessible via said data network access

point.

8. The mobile communication device of claim 7, wherein said softphone application
further provides remote user access to at least one of centralized voicemail, a centralized
call history, and a centralized phone contact listing maintained in association with said

application server against said given user account.

9. The mobile communication device of any one of claims 1 to 7, wherein said one
or more data network applications comprise a telephony application operated, at least in

part, via a user-specific telephone number associated with said given user account.
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10. The mobile communication device of claim 9, wherein said telephony application

comprises at least one of a voice-over-data application and an SMS-over-data application.

11. The mobile communication device of any one of claims 1 to 10, wherein said one
or more data network applications comprise an accounting function providing remote
user access to a current mobile data usage indication associated with said given user

account.

12.  The mobile communication device of any one of claims 1 to 11, wherein said user

identification data is manually enterable via said graphical user interface.

13. The mobile communication device of any one of claims 1 to 12, wherein said

computer-readable authentication medium is user agnostic in operation.

14. A system for a mobile network operator to provide a registered subscriber access
to mobile telephony services over a mobile communication network using distinct mobile
communication devices, the system comprising:

one or more servers accessible via a designated mobile data network access point
and executing a user authentication engine;

a plurality of computer-readable authentication media each registered with the
mobile network operator and compatible with authentication in the mobile
communication network, wherein each of said authentication media, when operatively
coupled to a given one of the distinct mobile communication devices in operation, is
automatically authenticated in the mobile communication network as being registered
with the mobile network operator to authorize said given mobile communication device
restricted mobile data access over the mobile communication network to said one or more
servers via said designated mobile data network access point;

an user identification interface with any said given mobile communication device
to access and communicate subscriber identification data over said restricted mobile data

access for authentication by said authentication engine as corresponding to a registered
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subscriber account with the mobile network operator, and thereby authorize any said
given mobile communication device, post subscriber authentication, access to the mobile
telephony services while tracking mobile usage against said registered subscriber

account.

15.  The system of claim 14, wherein said one or more servers further execute a
virtualized mobile telephony application, wherein said interface comprises a user
interface rendered by a thin client application executable on any said given mobile
communication device; and wherein said access to the mobile telephony services are
provided via access to said virtualized mobile telephony application interactively
implemented via said mobile data network access point while tracking mobile data usage

against said registered subscriber account.

16.  The system of claim 14 or claim 15, wherein said computer-readable
authentication medium is selected from the group consisting of a Subscriber
Identification Module (SIM card), a Universal Subscriber Identity Module (USIM card),
a Removable User Identity Module (R-UIM card) and a Universal Integrated Circuit
Card (UICC).

17. The system of claim 15, wherein said computer-readable authentication medium
is configured to prohibit any other mobile communications over the mobile
communication network beyond those directed through said designated data network

access point.

18.  The system of claim 15 or claim 17, wherein said thin client is executable to
prohibit any other mobile communications over the mobile communication network

beyond those directed through said designated data network access point.

19.  The system of any one of claims 14 to 18, wherein, absent successful user
identification data authentication, all mobile communications over the mobile

communication network are prohibited.
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20. The system of claim 15, wherein said virtualized telephony application comprises
a softphone application emulating one or more mobile telephony functions over the

mobile communication network via said designated network access point.

21. The system of claim 20, wherein said softphone application further provides
remote user access to at least one of centralized voicemail, a centralized call history, and
a centralized phone contact listing maintained in association with said one or more

servers against said registered user account.

22, The system of claim 15, wherein said virtualized telephony application is
operated, at least in part, via a subscriber-specific telephone number associated with said

registered subscriber account.

23. The system of claim 22, wherein said telephony application comprises at least one

of a voice-over-data application and an SMS-over-data application.

24.  The system of any one of claims 14 to 23, wherein said one or more servers
execute an accounting function providing remote subscribers access via said thin client
application to a current mobile data usage indication associated with said registered

subscriber account.

25.  The system of any one of claims 14 to 24, wherein said subscriber identification

data is manually enterable via said interface.

26.  The system of any one of claims 14 to 25, wherein said computer-readable

authentication medium is user agnostic in operation.

27. A mobile network authentication method for authorizing a communication device
access to mobile network services via an available mobile network connection, the

method comprising:
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enabling authentication of the mobile communication device as being registered
to a designated mobile subscriber network providing the mobile network services to their
subscribers;

allowing the mobile communication device restricted access via said available
mobile network connection to a designated data network access point of said designated
mobile subscriber network as a result of said device authentication;

executing subscriber authentication via said designated data network access point
as a function of input subscriber credentials; and

authorizing subscriber access to the mobile network services subject to successful

subscriber authentication via said designated data network access point.

28. The method of claim 27, wherein said device authentication consists of a user-

agnostic authentication.

29. The method of claim 28, wherein said user-agnostic authentication is
implemented as a function of a user-agnostic computer-readable authentication medium

operably associated with the mobile communication device.

30. The method of claim 29, wherein said user-agnostic computer-readable
authentication medium is selected from the group consisting of a Subscriber
Identification Module (SIM card), a Universal Subscriber Identity Module (USIM card),
a Removable User Identity Module (R-UIM card) and a Universal Integrated Circuit
Card (UICC), that is registered to or issued by said designated mobile subscriber network.

31 The method of any one of claims 27 to 30, wherein the available mobile network
connection consists of one of a home network connection directly supported by said
designated mobile subscriber network and a roaming network connection indirectly
supported by said designated mobile subscriber network via a predefined mobile network

roaming agreement.

32. A mobile subscriber system comprising:
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a mobile data network access point;

a telephony-over-data server accessible via said data network access point and
operable to intermediate one or more telephony-over-data functions;

a client application executable on a mobile communication device to interface
with said server via said mobile data network access point to selectively invoke said
functions; and

a subscriber account database tracking data consumption by each said subscriber
upon invoking said functions via respective authenticated executions of said client
application, against a respective all-data mobile subscription account associated with each

said subscriber.

33.  The mobile subscriber system of claim 32, wherein said functions includes a
voice-over-data function and a SMS-over-data function, wherein said subscriber account
database independently tracks data consumption associated with each of said voice-over-

data function and said SMS-over-data function.

34.  The mobile subscriber system of claim 33, wherein said subscriber account
database further independently tracks data consumption associated with a Web-based

function implemented via said mobile data network access point.

35. The mobile subscriber system of claim 34, wherein said client application is
further executable to access a current data consumption metric relative to an overall data

consumption allocation.

36.  The mobile subscriber system of claim 35, wherein said current data consumption
metric is subdivided into respective data consumption metrics for voice-over-data usage,

SMS-over-data usage and Web-based usage.

37.  The mobile subscriber system of any one of claims 32 to 36, wherein said client

application consists of a virtualized thin client mobile telephony application.
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38.  The mobile subscriber system of any one of claims 32 to 37, wherein said client
application is further executable by a first subscriber associated with a first all-data
mobile subscription account to transfer a data consumption allocation quantum to a

second subscriber associated with a second mobile subscription account.

39.  The mobile subscriber system of claim 38, wherein said first account is associated
with a registered mobile data distributor, and wherein said thin client application is
executable to implement said transfer as a commercial transaction between said

distributor and said second subscriber.

40. The mobile subscriber system of claim 39, wherein said thin client application is

further executable to log said commercial transaction.

41.  The mobile subscriber system of claim 39, wherein said thin client application is
further executable to invoke a payment transfer function in transferring funds from said

second subscriber to said distributor in exchange for said data allotment transfer.

42.  The mobile subscriber system of claim 41, wherein said payment transfer function

is executed via a third party electronic funds transfer service.

43.  The mobile subscriber system of any one of claims 39 to 42, wherein said
registered mobile data distributor is provided commercial access to wholesale data
allotments for purchase at a wholesale rate, and wherein said commercial transaction is

executable at a profitable rate relative to said wholesale rate.

44.  The mobile subscriber system of claim 43, wherein said distributor has operative

access to said wholesale data allotments for purchase via said client application.

45. The mobile subscriber system of claim 43, wherein said client application is

operable to independently define said profitable rate.
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46.  The mobile subscriber system of claim 32, wherein at least one said subscription
account is defined as a group account combining multiple subscriber sub-accounts,
wherein said subscriber account database tracks respective group subscriber data

consumptions against each of said subscriber sub-accounts.

47. The mobile subscriber system of claim 46, wherein an overall group data

allotment is distributed between said sub-accounts by a group subscriber administrator.

48.  The mobile subscriber system of claim 46, wherein data service access
permissions and/or restrictions are definable by a group subscriber administrator against
each of said sub-accounts, and wherein said server actively controls access to said
functions in respect of each of said sub-accounts based on said definable permissions

and/or restrictions.

49, The mobile subscriber system of claim 48, wherein said server further controls
client access to mobile Web access functions, and wherein said definable permissions

and/or restrictions are further definable in respect of said mobile Web access functions.

50. The mobile subscriber system of any one of claims 46 to 49, wherein said group

account is associated with one of a family group account and a business group account.

51.  The mobile subscriber system of any one of claims 32 to 50, wherein said client
application is further executable to electronically transfer a data consumption allocation
quantum as currency to a third-party recipient in exchange for goods and/or services

unrelated to the mobile subscriber system.

52. The mobile subscriber system of any one of claims 32 to 50, wherein said client
application is further executable to electronically transfer a data consumption allocation
quantum as currency to a mobile operator of the mobile subscriber system in exchange

for additional services.

73

1007P-CPE-WO01

234



10

15

20

25

PCT/CA2015/051119

53.  The mobile subscriber system of any one of claims 32 to 52, wherein said client
application is executable on any mobile communication device to relay subscriber
identification data to said server in granting authenticated subscriber access to said

functions.

54. A method for providing mobile telephony service access to subscribers
comprising:

funnelling mobile data communications from respective mobile devices via a
dedicated mobile data network access point to a telephony-over-data server;

intermediating the mobile telephony services for each of said mobile devices over
data via said server; and

tracking in a subscriber account database data consumption by each authenticated
subscriber upon invoking said services via said server against a respective all-data mobile

subscription account associated with each said subscriber.

55. The method of claim 54, further comprising:
prior to said funnelling, authenticating a given subscriber via a client application
executed on any of said mobile devices; and

operating the mobile telephony services over data via said client application.

56. The method of claim 55, further comprising restricting all mobile communications
from said mobile devices to mobile data communications executed via said client

application.

57.  The method of any one of claims 54 to 56, wherein said services include a voice-
over-data function and a SMS-over-data function, wherein said subscriber account
database independently tracks data consumption associated with each of said voice-over-

data function and said SMS-over-data function.
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58. The method of claim 57, wherein said subscriber account database further
independently tracks Web data consumption accessed via said mobile data network

access point.

59. The method of claim 54, wherein at least one said subscription account is defined
as a group account combining multiple subscriber sub-accounts, wherein said tracking
comprises tracking respective group subscriber data consumptions against each of said

subscriber sub-accounts.

60. The method of claim 59, wherein an overall group data allotment is distributed

between said sub-accounts by a group subscriber administrator.

61. The method of claim 59, further comprising enabling definition of data service
access permissions and/or restrictions by a group subscriber administrator against each of
said sub-accounts; and actively controlling access to said services in respect of each of

said sub-accounts based on said permissions and/or restrictions.

62. The method of claim 61, wherein said controlling further comprises controlling

mobile Web access services based on said permissions and/or restrictions.

63. A mobile subscriber system comprising:

a mobile data network access point;

a telephony-over-data server accessible via said data network access point and
operable to provide one or more telephony-over-data functions;

a client application executable on respective mobile communication devices to
interface with said server via respectively encrypted sessions so to provide secure
telephony-over-data communications through said server via respective executions of

said client application.
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64.  The mobile subscriber system of claim 63, wherein each of said respectively
encrypted sessions is initiated upon respective subscriber authentication with the system

via said respective executions of said client application.

65. The mobile subscriber system of claim 64, wherein an encryption key associated
with each of said respectively encrypted sessions is dynamically created for each of said

sessions as a function of a subscriber passphrase and a session identifier.

66. The mobile subscriber system of claim 65, wherein said session identifier

comprises at least one of a synchronized session time and date.

67.  The mobile subscriber system of any one of claims 63 to 66, wherein said client
application is further executable to interface with said server to provide non-secure
telephony-over-data communications with non-subscribers or non-secure subscribers,
wherein an indicia as to a security status of an ongoing communication is provided via

said thin client application to identify non-secure communications to subscribers.

68.  The mobile subscriber system of any one of claims 63 to 67, wherein said
telephony-over-data application includes both a voice-over-data and a SMS-over-data

function.

69.  The mobile subscriber system of any one of claims 63 to 68, wherein subscriber
data associated with each of said communications is securely stored in association with

said server and solely accessible therefrom via said client application.

70.  The mobile subscriber system of claim 69, wherein said subscriber data comprises
at least one of subscriber contact details, mobile communication logs, and subscriber

information.

71.  The mobile subscriber system of anyone of claims 63 to 70, wherein said server is

operable to intermediate each of said communications.
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72. The mobile subscriber system of anyone of claims 63 to 71, wherein said client
application consists of a thin client application securely virtualizing said one or more

telephony-over-data functions via said server.

73. A method for providing secure mobile telephony communications between
subscribers, the method comprising:

establishing respective data network links between a telephony-over-data server
and a mobile data client application executed on respective mobile devices;

authenticating respective subscribers via said mobile application;

initiating respectively encrypted sessions over said respective data network links
with said server; and

relaying telephony-over-data communications to and from said respective mobile
devices via said respectively encrypted sessions, thereby providing secure end-to-end
telephony-over-data communications between said subscribers via respective execution

of said mobile client application.

74. The method of claim 73, wherein an encryption key associated with each of said
respectively encrypted sessions is dynamically created for each of said sessions as a

function of a subscriber passphrase and a session identifier.

75. The method of claim 74, wherein said session identifier comprises at least one of

a synchronized session time and date.

76. The method of any one of claims 73 to 75, wherein said telephony-over-data

application includes both a voice-over-data and a SMS-over-data function.

77.  The method of any one of claims 73 to 76, wherein subscriber data associated
with each of said communications is remotely stored in association with said server and

accessible therefrom via said client application.
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78. The method of any one of claims 73 to 77, wherein said relaying comprises

intermediating each of said communications.

79. A mobile network communication routing method for an inbound telephony
communication, the method comprising:
receiving the inbound communication at a local termination switch;
cross-referencing a destination number associated with the inbound
communication with a register of users of a mobile telephony-over-data environment; and
upon confirming association of said destination number with a given one of said
users, rerouting the inbound telephony communication to a server associated with said
mobile telephony-over-data environment to be accessed therefrom by said given user via

an available data network connection.

80. The method of claim 79, wherein the method further comprises, prior to said

rerouting, determining whether said given user is actively logged into said environment.

81. The method of claim 79, wherein said environment is defined by a thin client
application executing on a data communication device and interfacing with a remote

server telephony-over-data implementation.

82. The method of claim 81, wherein said thin client application comprises a

virtualized smartphone-over-data application.

83. The method of any one of claims 79 to 82, wherein said mobile telephony
communication comprises one of a voice communication and a text-based

communication.

84. The method of any one of claims 79 to 83, wherein said destination number is
associated with a mobile communication device registered to a destination mobile

telephony network; and wherein the method further comprises:
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identifying said destination mobile telephony network associated with said
destination number; and

routing the inbound telephony communication to said mobile communication
device over said destination mobile telephony network unless otherwise rerouted to said

Server.

85. A telephony termination switch for rerouting an inbound telephony
communication, the switch comprising:

an inbound telephony interface receiving identification of a destination number
associated with the inbound telephony communication;

a processor executing a search sequence to cross-reference said destination
number with a register of users of a mobile telephony-over-data environment;

wherein, upon confirming association of said destination number with a given one
of said users, said processor automatically commands rerouting of the inbound telephony
communication to a server associated with said mobile telephony-over-data environment
to be accessed therefrom by said given user via said environment over an available data

network connection.

86.  The telephony termination switch of claim 85, wherein said destination number is
associated with a mobile communication device registered to a destination mobile
telephony network; and wherein said processor further identifies said destination mobile
telephony network associated with said destination number, and reroutes the inbound
telephony communication to said mobile communication device over said destination

mobile telephony network unless otherwise rerouted to said server.

87. A mobile telephony system comprising:
a mobile operator access point operable to receive a mobile telephony
communication directed to a registered mobile telephony number associated with a

registered mobile user account;
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a server communicatively link to said mobile operator access point and operable
to convert said mobile telephony communication into a telephony-over-data
communication; and

a thin client application executable on a mobile communication device to interface
with said server in authenticating a registered user of said thin client application against
said registered user account and thereby provide registered user access, under active
operation of said thin client on said mobile communication device, to said telephony-

over-data communication as directed to said registered mobile telephony number.

88. The system of claim 87, wherein said server is operable to immediately relay said
mobile telephony communication to said thin client application post-authentication while
it is in active operation on said mobile communication device, and otherwise provide
later access to at least a log of said mobile telephony communication upon said registered

user later activating said thin client application for active operation.

89. The system of claim 87 or claim 88, wherein said telephony communication

comprises a text-based telephony communication.

90.  The system of claim 89, wherein said text-based telephony communication is an

SMS message.

91. The system of claim 87, wherein said server is operable to immediately relay said
mobile telephony communication to said thin client application post-authentication while
it is in active operation on said mobile communication device, and otherwise operable to
issue an automatic mobile telephony reply communication to an originating device of

said mobile telephony communication.

92. The system of claim 91, wherein said mobile telephony communication and said

automatic reply telephony communication each consist of a text-based message.
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93. The system of claim 92, wherein said text-based message comprises an SMS
message.
94.  The system of any one of claims 91 to 93, wherein said automatic reply telephony

communication is returned upon said server identifying that said registered user is logged

out of said user account.

95.  The system of any one of claims 87 to 94, wherein said thin client application is
executable on any one of two or more mobile communication devices to provide user

access to said user account post authentication.

96. The system of any one of claims 87 to 95, wherein said mobile communication
device comprises a computer-readable authentication medium registered with a mobile
operator associated with said mobile operator access point so to enable mobile device
authentication with said mobile device operator and thereby funnel communications to
and from said mobile device via said mobile operator access point over a mobile data

network.

97.  The system of claim 96, wherein said authentication medium consists of a user-

agnostic SIM card.

98. A mobile telephony system comprising:

a mobile operator access point operable to funnel mobile telephony
communications directed to and from a registered mobile telephony number associated
with a registered mobile user account;

a server communicatively link to said mobile operator access point and operable
to convert said mobile telephony communications to and from corresponding telephony-
over-data communications against said registered mobile user account; and

a thin client application executable on a mobile communication device to interface

with said server in authenticating a registered user of said thin client application against
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said registered user account in enabling said registered user to partake in said telephony-
over-data communications via said thin client application;

wherein data communications to and from said mobile device are funnelled by
default via said mobile operator access point over a mobile data network; and

wherein said thin client application is operable to actively report or push a current
location of said mobile device to said sever to enhance mobile operator services to said

registered user based on said current location via said thin client application.

99.  The system of claim 98, wherein said current location is automatically cross-
referenced with a database of participating Wi-Fi network access points to identify a
given Wi-Fi network access point within range of said current location and enable said
mobile device to redirect subsequent telephony-over-data communications to and from
said mobile device via said given Wi-Fi network access point while within said range

rather than over said mobile data network.

100. The system of claim 98, wherein said thin client application is further operable to
actively report or push a listing of available Wi-Fi Networks within range of said current
location as automatically identified by said mobile communication device, and wherein
said listing is automatically cross-referenced with a database of participating Wi-Fi
network access points to identify a given Wi-Fi network access point within said range
and enable said mobile device to redirect subsequent telephony-over-data
communications to and from said mobile device via said given Wi-Fi network access

point while within said range rather than over said mobile data network.

101. The system of claim 99 or claim 100, wherein said thin client application is
operable to issue a Wi-Fi availability notification via a graphical user interface rendered
on said mobile device, prompting user selection to redirect said subsequent telephony-

over data communications via said given Wi-Fi network access point.
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102. The system of claim 99 or claim 100, wherein said thin client application is
operable to automatically redirect said subsequent telephony-over data communications

via said given Wi-Fi network access point.

103. The system of claim 98, wherein said thin client application is operable to
periodically relay or push said location to said server to be cross-referenced with a listing
of participating Wi-Fi network access point locations and to receive confirmation upon
said position being identified as within said range of said given Wi-Fi network access

point.

104.  The system of claim 98, wherein said current location consists of a GPS location

as defined by a mobile device GPS receiver.

105. The system of claim 104, wherein said GPS location is automatically relayed to
an emergency response service provider upon execution of an emergency call issued from

said mobile device.

83

1007P-CPE-WO01

244



PCT/CAZO'.\.S/UD.L.‘....,

| 3WNO

00V

otV

JRR

e

191

L quHJu 371190W
Egil . \\|y\

Gl

N7

-~ \WO01

245



PCT/CA2015/051119

/ L3NGILINI- viva LSS

1X31 - NLSd FOI0A

\\\\\\\\\\

LINYFLINI - VLV LSS
1X31 - N1Sd FOI0A

SINIOMIIN

SEEIERROINA

3140

217

41007P-CPE-WOO01

246



PCT/CA2015/051119

=V

222 T H 104

204

204 0

205

214 216

212

e 218

FIGURE 3

1007P-CPE-WOO01 317

247



220

200

208

FIGURE 4

1007P-CPE-WO01

Ko

sk

PCT/CA2015/051119

102

228

226

210

206

216




PCT/CA2015/051119

220 D ~ 230

231 K

232 é

) 0
L >§@\§%@ e e

alex rob

g 200

Alexe Tinant
alexis
Alicia
Alicya
210

Alphonzo

Angélique 206

208

-{K;‘Eﬁ{:—%mmﬂ'ﬂﬂzgriﬁ%—immmgom

214 N 216

FIGURE 5

1007P-CPE-WOO01 517

249



208

214

FIGURE 6

1007P-CPE-WO01

PCT/CA2015/051119

6/17

250

234

| 238

239




PCT/CA2015/051119

240

200

208

214" “o16

Group

FIGURE 7

mi

1007P-CPE-WOO01

251




244

254

252
~—

PCT/CA2015/051119

102

246

260
200

262

208

Ken Brentwood

Alicia Dickson

Rob Forester

Ellie Smith

Louis Esperenza

14

21

FIGURE 8

1007P-CPE-WO01

817

252



220

200

264

272

274

276

208

PCT/CA2015/051119

214

FIGURE 9

1007P-CPE-WOO01

102
263
278
ething SUBSCRIBER
. 266
" 268
270
 Voice: 2367 Min.
Data; 1052 Web Pages 280
3670 Messages
216
1)
bt

917

253



PCT/CA2015/051119

/|

220
.27 Current Balance: $45.509 4
200 *
Add credit to my account;
N
- 500
yilssi 6?5{15!9;%% :
264\\ =
288
\ TERT (T
TELIPHONE GAUGE DASHEDARD
290 \ Transfer MB to:
\ . ' Rob Forester

2{?\\! ‘
L
-
FIGURE 10
1007P-CPE-W001 1017

254

292

206

216




PCT/CA2015/051119

urrent |
ME pravider 125 300 500 650 850
data plan
oice Minutes . 1.000 2 400 4000 5200 4,800
Data/ Internet (pages) . 500 1900 2000 2600 340
Text Morth America * 10000 24000 40000 52000 63,000
Text Global 17000 J0D00 26000 34000
Text Picture Mescaee 1700

Or any combination

Iminutestalk=1MB » Y0 textmeszagez=- 1ME » 4Webpages- 1MB

FIGURE 11
Seevour

Canadian National Coverage provider ' e e v v
Your phone number
anywhere in Canada or < v v v 4 v v
any of 50 countries
Yaicemail {enhanced) 4 v v 4 o v
Caller!D/Call Waiting &
Forwarding, 3-way v"‘ vy vy v"‘ o vy
Canada Long Distance Unlimited | Unlimited | Unlimited | Unlimited | Unlimited | Unlimited
Us Long Distance Neo Unlimited | Unlimited | Unlimited | Unlimited | Unlimited
Secure Communications Mo Mo Mo Mo Mo Y4
E-911 Enhanced Can & USA v ' v «' o '
Push2Talk / 2way Com/
Paging/ Track o v v o o 4

FIGURE 12

11/17

1007P-CPE-WOO01

255




PCT/CA2015/051119

1302 1304
1300 ORIGINATING SERVICE
PROVIDER
(WIRED OR WIRELESS)
l 1306
DESTINATION LOCAL
EXCHANGE CARRIER
1310
1314 NETWORK 1308
DESTINATION LOCAL
EXCHANGE CARRIER
DIP 2 SWITCH pip1 | SolPUSER

MOBILE
CARRIER
SUBSCRIBER
DATABASE

1320 ¢ ¢ 1312
SUBSCRIBER CARRIER r_/
R SWITCH SolP NETWORK

DATABASE

132\2 SUBSCRIBER CARRIER 1ste
N v NETWORK v —
VOICE/SMS DATA (IP)
NETWORK NETWORK

1324

e

SINS/8A0N

FIGURE 13

1007P-CPE-WOO01 12117

256



71 34N9I4

J71404d NI©9OT 435N O1 d31L NOILdWNSNOD V1vd
13 - AHOLSIH 11D - ¥1V.L OL HSNd - dNOY¥D - TVWIJIOA - SLOVLINOD - VLV - 1X31 - IDIOA :SFIIAYIS SOd!

PCT/CA2015/051119

S30IAE3S AINO V1vd dos

LANYFINT N

1

v1ivd <

8Lyl
(S)43T10YLNOD
oLyl
NS9O — ¢ ONIN
oLyl
NS9O L ONW
SY3GI4OSansS \I\
Sad! / oLyl
7ehl iyl

_ "013 "AYOLSIH TTIVWZOIOA ‘SLOV.INOD “LX3L

d31dAHON3 / 34NO3S

1317

1007P-CPE-WOO01

257



PCT/CA2015/051119

Gl 94Nl
NdV
CoNm )
/M/ \M
dan/d.y IR
,,,,,,,,,,,,,,,,,,,,,,, .
— ®
'I S
SsWaAAv || 9
L dI INGON ||| £
[ ONISd O\ : > || 23
<« /3ngon ) r das-dis ssaaav| |z
/LINYEINE S gl ~ diiFim
. 25l \
—

NOHdL40S N
9§l L P .

yi5l CIENEIN )

- (sS3¥aay diI JILV1S) — Fﬁ
wﬂ d3Ad3S dan/dLy hl 2051

14/17
258

1007P-CPE-WOO01



PCT/CA2015/051119

1514

N ,—J
Of
=
2 1604
iPCS
CONTROLLER(S) 1606
REGISTER REGISTER
(W/NEW IP 172.16.0.1) CWNEWTP T2 5T
1608 200 OK 200 OK 1610
| g
—~ INVITE Y
WI/SDP (192.168.1.1) INVITE >
) T W/SDP (172.16.0.1)
100 TRYING 100 TRYING 1612
< W,
1614 < 183RINGING  /~ |
W/SDP 192.16.1.2
¥‘) 183 RINGING ( )
(W/SDP 172.16.0.1)
200 OK
200 0K ACK 200 .
<«
ACK 200 g
N
RTP RTP 3
1516811 172.180.1 1601 1901812 1602
Ve REGISTER -
1616 (WINEW P 10.10.0.1) > RYE
1620 || < 200 OK 1624
" RTP > REGISTER
10.10.0.1 172.10,0.1 TWINEW TP 192.16.7.0) 1626
- 200 OK q
1622 < RTP 4
172.16.0.1 192.16.1.3
BYE (10.10.0.1) BYE (192.16.3)
ACK 200 < A&
> ACK 200
1630 Ll | PP
FIGURE 16

1007P-CPE-WOO01

15/17

259



PCT/CA2015/051119

1702 1704
iPCS CLIENT ' IPCS SERVER(S) *
1706 1704
17({ DOWNLOAD AND INTALL CLIENT |« THIN CLIENT INSTALLER
— y
EXTRACT AND RELAY
J
171< GUIDE DEVICE UNLOCK | 1710
— v
171{ NEW SIM CARD ACTIVATION 1716
— v /—J
COMPLETE MNO MIGRATION |« »  COMPLETE MNO MIGRATION
FIGURE 17

1007P-CPE-WOO01 16/17

260



PCT/CA2015/051119

1702 1704
iPCS CLIENT " IPCS SERVER(S) |
1804 1806
ROUNDTRIP LATENCY (SIP PING) ROUNDTRIP LATENCY (SIP PING)
- JTTER (VARIABLE PACKET RATE) JTTER (VARIABLE PACKET RATE)
PACKET LOSS PACKET LOSS
( 1804 )
—
1820 COMPUTE JITTER BUFFER| o,
i v
UPDATE JITTER BUFFER |« SYNC JITTER BUFFER
1802 Y - 1808
— .
1810 SIGNAL STRENGTH »| COMPUTE CONNECTION QUALITY
R
DISPLAY CALL QUALITY w.
1812 1814
—, N—,
— GPS »  MAP CONNECTION QUALITY
1822 1824
S‘ R ¢
— AVAILALBE NETWORKS »  IMPROVE CONNECTION?
1828 1826 J,
— —
CALL ON HOLD < PROMPT TEMP. HOLD i
1830 1830
IMPROVE CONNECTION < > IMPROVE CONNECTION
183 1832
N — v
RESUME CALL < > RESUME CALL a
\. _f »  SUBSCRIBER STATS/LOGS
MAKE, MODEL, IMEI, ETC. 1416
1708
FIGURE 18

1007P-CPE-WOO01 1717

261



***END OF DOCUMENT ***

262





